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Abstract 

Telehealth systems generate vast amounts of sensitive patient data, requiring 

secure, scalable, and privacy-preserving computational frameworks. Federated 

Learning (FL), a decentralized machine-learning paradigm, allows multiple 

telehealth nodes to collaboratively train predictive models without sharing raw 

data, thus reducing privacy risks and data transfer burdens. This research 

investigates privacy-preserving FL models tailored for telehealth applications 

and evaluates their architectural design, implementation feasibility, and 

performance efficiency. A multi-site experimental framework involving remote 

clinics, wearable devices, and hospital servers was designed to assess the 

impacts of data heterogeneity, communication latency, encryption overhead, 

and model accuracy. The study incorporates secure aggregation protocols, 

homomorphic encryption layers, differential privacy (DP) noise calibration, and 

optimized communication compression to ensure user data confidentiality. 

Quantitative results show that privacy-preserving FL achieves nearly 

comparable accuracy to centralized models while significantly improving 

resilience against data breaches. The architectural and performance analysis 

demonstrates that an integrated pipeline of FL + DP + secure aggregation offers 

a robust solution for sensitive telehealth environments such as chronic disease 

monitoring, medical imaging, and remote diagnostics. The findings contribute 

to advancing secure digital health infrastructures and provide actionable design 

guidelines for healthcare institutions and telehealth vendors. 
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1. Introduction  

Telehealth has rapidly evolved into a mainstream healthcare delivery 

mechanism, especially in underserved regions where traditional medical 

infrastructure remains inadequate. The increased reliance on mobile devices, 

wearable sensors, clinical applications, and cloud-based services has led to 

exponential growth in patient-generated data, raising significant concerns 

regarding data security, privacy, and ethical use. Regulatory frameworks such 

as HIPAA, GDPR, and India’s Digital Personal Data Protection Act (DPDP) 

emphasize stringent protection standards for medical data, prompting the need 

for advanced privacy-preserving computational techniques in telehealth 

systems. 

Traditionally, machine-learning models for telehealth applications have 

relied on centralized architectures where raw patient data from multiple sources 

is aggregated into a single server for training. Although effective, centralized 

learning poses considerable risks, including vulnerability to hacking, 

unauthorized data access, malicious modifications, and data misuse by third-

party systems. Moreover, combining datasets from geographically distributed 

clinics is often restricted by compliance rules governing cross-border or cross-

institutional data sharing. 

Federated Learning (FL) offers a decentralized solution that eliminates 

the need for raw data transfer. Under FL, each telehealth device—or 

institutional node—locally trains model updates, which are subsequently 

aggregated on a central server. This framework maintains data residency, 
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reduces privacy risks, and enables collaborative model training across 

distributed healthcare environments. 

However, federated learning alone is not sufficient to protect against 

sophisticated privacy attacks such as gradient inversion, membership inference, 

or malicious parameter inference. Thus, the integration of advanced privacy-

preserving techniques—differential privacy, secure multiparty computation, and 

homomorphic encryption—is essential for achieving robust protection within 

telehealth ecosystems. 

This research provides a comprehensive examination of privacy-

preserving FL models for telehealth, focusing on architectural design, secure 

implementation strategies, and empirical performance analysis across multi-

vendor remote healthcare environments. By evaluating practical deployments 

and computational constraints, the study aims to establish a scalable and 

privacy-safe blueprint for next-generation telehealth systems. 

2. Methodology  

The study employs a multi-layered methodology combining experimental 

architecture design, simulated telehealth workflows, real-world medical 

datasets, privacy-enhancing technologies (PETs), and performance evaluation 

metrics. 

2.1 Architectural Design 

A three-tier federated telehealth architecture was developed consisting of: 

1. Client Nodes: Rural telehealth kiosks, wearable devices, and mobile 

applications.  

2. Edge Aggregators: District-level processing units optimizing 

communication and load distribution.  

3. Global FL Server: Central server responsible for secure aggregation and 

model synchronization.  
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Each client node performs local training on its own dataset, transmitting only 

encrypted parameter updates. 

2.2 Privacy-Preserving Mechanisms 

Four privacy-enhancing components were integrated: 

 Differential Privacy (DP): Gaussian noise added to gradients before upload.  

 Homomorphic Encryption (HE): Enables computation on encrypted 

updates.  

 Secure Aggregation (SA): Prevents the server from viewing individual 

contributions.  

 Federated Averaging (FedAvg): Ensures efficient model synchronization.  

2.3 Dataset Selection 

Three datasets were used: 

 Remote patient vitals dataset (heart rate, SPO2, BP)  

 A publicly available telehealth symptom dataset  

 A medical imaging dataset (multicenter chest X-rays)  

The combination enabled evaluation under heterogeneous data distributions 

(non-IID conditions). 

2.4 Experimental Setup 

 50 client nodes simulated rural telehealth centers with intermittent 

connectivity.  

 Each node used PySyft + TensorFlow Federated frameworks.  

 Experiments were conducted under three conditions:  

1. FL without privacy  

2. FL + Differential Privacy  

3. FL + DP + Secure Aggregation + Homomorphic Encryption (full privacy)  

2.5 Evaluation Metrics 

 Model Accuracy and Sensitivity  

https://galaxiauniverse.com/index.php/DHTA
https://galaxiauniverse.com/index.php/DHTA/index


       Digital Health & Telemonitoring Advances 
 

 Available On: https://galaxiauniverse.com/index.php/DHTA 
 

 E: 3117-6461 P: 3117-647X  ISSN E: 3117-6461 ISSN P: 3117-647X  
 

 

Volume: 02, Issue: 02, Feb 2025 

30 

 Training Time per Round  

 Communication Overhead  

 Privacy Leakage Probability  

 Energy Consumption (on mobile devices)  

Quantitative analysis was conducted using SPSS and Python. 

3. Case Study  

Federated Learning Deployment in Remote Cardiac Telehealth Centers 

A pilot deployment was executed in collaboration with three rural telehealth 

networks to assess FL feasibility for cardiac monitoring. 

3.1 Setting 

The pilot included: 

 12 rural teleconsultation centers  

 300 chronic heart patients using wearable devices  

 1 district cardiac hospital as the central node  

Frequent cardiac metrics (HR, HRV, ECG strips) were recorded locally. 

3.2 Implementation 

Each center ran local training on patient vitals to predict arrhythmia risk. 

Updates were encrypted and transmitted during low-traffic hours. 

Privacy-preserving components: 

 DP noise: σ = 0.8  

 HE encryption key: 2048-bit  

 Secure aggregation via Shamir secret sharing  

3.3 Challenges Identified 

 Unstable rural network conditions  

 CPU limitations of wearable devices  

 Variability in data quality  

 Local training time differences  
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3.4 Results 

 Accuracy: FL improved prediction accuracy by 9% compared to isolated 

training.  

 Privacy: No raw ECG data left local centers.  

 Cost Efficiency: 46% reduction in server storage requirements.  

 Adoption: Healthcare workers favored FL due to compliance friendliness.  

3.5 Case Study Conclusion 

The pilot demonstrated that privacy-preserving FL is both feasible and 

operationally effective for telehealth applications, even in resource-constrained 

rural environments. 

4. Data Analysis 

Table 1: Model Performance Comparison 

Model Type Accuracy 

(%) 

Communication Cost 

(MB) 

Privacy Risk 

(%) 

Centralized ML 95.1 540 42 

FL (no privacy) 93.4 182 18 

FL + DP + SA + 

HE 

92.7 214 3 

 

 

 

 

 

 

 

 

 

https://galaxiauniverse.com/index.php/DHTA
https://galaxiauniverse.com/index.php/DHTA/index


       Digital Health & Telemonitoring Advances 
 

 Available On: https://galaxiauniverse.com/index.php/DHTA 
 

 E: 3117-6461 P: 3117-647X  ISSN E: 3117-6461 ISSN P: 3117-647X  
 

 

Volume: 02, Issue: 02, Feb 2025 

32 

Table 2: Local Device Performance Metrics 

Device Node Training Time 

(sec) 

Battery Consumption 

(%) 

Update Size 

(KB) 

Wearable Sensor 

Node 

41 7 95 

Telehealth Kiosk 29 5 130 

Mobile App Node 34 6 110 

 

 

 

 

 

 

 

 

5. Questionnaire  

Privacy-Preserving Federated Learning Models for Telehealth 

This questionnaire is designed to evaluate the awareness, acceptance, usability, 

privacy perception, and operational challenges associated with implementing 

Privacy-Preserving Federated Learning (PPFL) models in telehealth 

environments. It targets telehealth clinicians, IT administrators, remote 

healthcare workers, data managers, and telehealth users involved in the 

deployment or usage of distributed AI-based systems. The questionnaire is 

structured into multiple thematic sections to capture a comprehensive 

understanding of human, technical, and organizational factors influencing PPFL 

adoption. 
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Section A: Participant Demographics and Background 

1. What is your age group? 

□ 18–25 □ 26–35 □ 36–50 □ Above 50  

2. What is your highest educational qualification? 

□ High school □ Diploma □ Undergraduate □ Postgraduate □ PhD  

3. What is your current role in the telehealth ecosystem? 

□ Doctor 

□ Nurse 

□ Telehealth coordinator 

□ IT/Data professional 

□ Health worker (ASHA/CHW) 

□ Patient/End-user 

□ Other (please specify): __________  

4. How long have you been involved in telemedicine or digital health services? 

□ Less than 1 year □ 1–3 years □ 3–7 years □ More than 7 years  

5. Do you regularly handle patient data as part of your responsibilities? 

□ Yes □ No  

Section B: Awareness and Understanding of Federated Learning 

6. Have you heard about Federated Learning before participating in this study? 

□ Yes □ No  

7. How familiar are you with decentralized machine learning systems? 

□ Not familiar 

□ Slightly familiar 

□ Moderately familiar 

□ Very familiar  
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8. Do you understand the difference between centralized and federated model 

training? 

□ Yes □ No □ Partially  

9. In your view, is Federated Learning relevant for telehealth systems? 

□ Yes □ No □ Unsure  

Section C: Privacy Perceptions and Concerns 

10. How concerned are you about patient data privacy in telehealth platforms? 

□ Not concerned 

□ Slightly concerned 

□ Moderately concerned 

□ Highly concerned  

11. Do you believe that sensitive medical information should remain on the 

user’s device whenever possible? 

□ Strongly agree 

□ Agree 

□ Neutral 

□ Disagree 

□ Strongly disagree  

12. Does the idea of training machine learning models without transferring raw 

data increase your confidence in telehealth systems? 

□ Yes □ Somewhat □ No  

13. Are you aware of privacy-preserving techniques such as differential privacy, 

homomorphic encryption, or secure aggregation? 

□ Yes □ No  

14. How likely are you to support telehealth platforms that adopt privacy-

preserving AI approaches? 

□ Very likely 
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□ Likely 

□ Neutral 

□ Unlikely  

Section D: Usability and Practical Experience with PPFL 

15. Have you used or tested a federated learning-enabled telehealth system? 

□ Yes □ No  

16. How easy or difficult was the system to operate? 

□ Very easy 

□ Easy 

□ Moderately difficult 

□ Difficult 

□ Very difficult  

17. Did local model training (on the device or telehealth kiosk) affect system 

performance or workflow? 

□ Yes, significantly 

□ Yes, slightly 

□ No noticeable change  

18. Did you experience delays due to network connectivity during updates or 

model synchronization? 

□ Frequently 

□ Occasionally 

□ Rarely 

□ Never  

19. How would you rate the clarity of instructions or user interface provided for 

interacting with the PPFL system? 

□ Excellent 

□ Good 
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□ Fair 

□ Poor  

Section E: Reliability, Accuracy, and Performance 

20. Did the federated learning system provide clinically reliable predictions or 

health insights? 

□ Yes 

□ Somewhat 

□ No  

21. How satisfied were you with the accuracy of model outputs compared to 

traditional methods? 

□ Very satisfied 

□ Satisfied 

□ Neutral 

□ Unsatisfied  

22. Did the PPFL system improve decision-making speed or clinical workflows? 

□ Yes 

□ Slightly 

□ No 

□ Not applicable  

23. Were the encrypted updates or secure aggregation processes noticeable in 

overall system performance? 

□ Yes □ No □ Unsure  

Section F: Barriers and Challenges 

24. What do you consider the major barriers to adopting PPFL in telehealth? 

(Select all that apply) 

□ Technical complexity 

□ Network instability 
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□ Low computational power 

□ Lack of training 

□ Limited funding 

□ Low user awareness  

25. Were battery usage or device heating issues observed during local training? 

□ Yes □ No  

26. Do you feel additional staff training is required to operate PPFL systems 

effectively? 

□ Yes 

□ Maybe 

□ No  

Section G: Future Adoption and Recommendations 

27. Would you recommend PPFL-based telehealth systems to your organization 

or community? 

□ Yes 

□ No 

□ Not sure  

28. What additional features or support would make PPFL adoption easier in 

your environment? 

(Open-ended) ___________________________________  

29. Should policymakers mandate privacy-preserving AI techniques in telehealth 

deployments? 

□ Strongly agree 

□ Agree 

□ Neutral 

□ Disagree  
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30. Please provide any suggestions or observations for improving PPFL 

frameworks in telehealth systems. 

(Open-ended) ___________________________________ 

6. Conclusion  

This study demonstrates that privacy-preserving Federated Learning models 

provide a powerful and secure alternative to traditional centralized AI systems 

for telehealth environments. Through a comprehensive architecture design, real-

world deployment, and comparative performance evaluation, the research 

confirms that FL—augmented with differential privacy, secure aggregation, and 

homomorphic encryption—can protect sensitive patient data without 

significantly compromising model accuracy or system efficiency. 

The telehealth case study validates the practical viability of FL in rural 

and multi-vendor healthcare settings where bandwidth is limited, device 

capabilities vary, and regulatory compliance is critical. The results indicate 

strong performance stability under heterogeneous data distributions and 

intermittent connectivity, making FL a suitable technique for long-term 

telehealth scalability. 

Key findings highlight that privacy-preserving FL enhances patient trust, 

reduces institutional liability, and supports policy compliance. Although 

encryption and DP introduce computation overhead, optimization strategies 

such as model compression, sparse updates, and hybrid edge-cloud aggregation 

mitigate these limitations. 

The study concludes that privacy-preserving FL represents a fundamental shift 

toward secure, decentralized, and ethical telehealth AI. By enabling 

collaborative intelligence across distributed medical environments, FL supports 

early disease detection, continuous patient monitoring, and equitable access to 

high-quality healthcare analytics—while ensuring robust data confidentiality. 
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