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ABSTRACT

Privacy-preserving machine learning (PPML) -- encompassing techniques that enable AI model training and inference

while providing formal guarantees against the disclosure of individual training data -- has emerged as a critical enabler of

responsible AI deployment in domains where training data contains sensitive personal information. The EU AI Act (2024)

and GDPR (2016) jointly create a regulatory environment in which privacy is not merely a compliance obligation but an

architectural design requirement for high-risk AI systems processing personal data. Despite substantial technical

advances in differential privacy (DP), federated learning (FL), secure multi-party computation (SMPC), and homomorphic

encryption (HE), the practical deployment of PPML in responsible AI systems remains constrained by poorly understood

trade-offs among privacy strength, model accuracy, computational overhead, and fairness. This paper presents a

systematic comparative evaluation of six PPML techniques across four responsible AI deployment dimensions -- privacy

guarantee strength, accuracy-privacy trade-off, computational feasibility, and fairness impact -- applied to three

benchmark domains: clinical tabular data, financial time-series data, and medical image classification. Results

demonstrate that no single PPML technique dominates across all four dimensions: DP-SGD achieves the strongest

privacy guarantees (epsilon = 1.0) but the highest accuracy cost (mean AUC reduction = 5.8%) and the most adverse

fairness impact (mean DPD increase = 0.042). Federated learning with secure aggregation achieves strong privacy with

moderate accuracy cost (mean AUC reduction = 2.4%) and minimal fairness impact. The paper contributes a

domain-stratified PPML evaluation benchmark, a Privacy-Accuracy-Fairness (PAF) trade-off framework for technique

selection, and practical guidance for GDPR-compliant and EU AI Act-aligned PPML deployment.
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1. Introduction
1.1 Privacy as a Responsible AI Requirement
Privacy preservation in AI systems occupies a
unique position in the responsible AI landscape: it
is simultaneously a fundamental right (Charter of
Fundamental Rights of the EU, Article 8), a legal
obligation (GDPR, 2016), and a technical design
challenge with measurable trade-offs against other
desirable AI properties. The GDPR's data
minimisation principle (Article 5(1)(c)) and
purpose limitation principle (Article 5(1)(b)) create
architectural constraints on AI training pipelines;
the EU AI Act (2024) Article 10 additionally
requires data governance practices for high-risk AI
training data that include privacy protection
mechanisms for personal data; and EU AI Act
Article 10(5) specifically permits processing of
special categories of personal data for bias
monitoring subject to appropriate technical
safeguards. The technical challenge of
privacy-preserving machine learning is
fundamentally one of information-theoretic
constraint: any model trained on personal data
potentially encodes information about individual
training data subjects, enabling membership
inference attacks (Shokri et al., 2017), model
inversion attacks (Fredrikson et al., 2015), and
gradient reconstruction attacks in federated
settings (Zhu et al., 2019). Privacy-preserving
techniques address this challenge by introducing
mechanisms that limit the information that model
training or inference leaks about individual data
subjects -- at varying costs to model accuracy,
computational efficiency, and, less obviously,
fairness. The fairness impact of PPML techniques
is an increasingly recognised concern.
Bagdasaryan et al. (2019) demonstrated that
DP-SGD training has disparate impact on model
accuracy across demographic groups, with
minority group accuracy degrading more severely
than majority group accuracy under privacy noise.
This creates a tension between privacy compliance
and non-discrimination obligations that
responsible AI practitioners must navigate but that
existing PPML evaluation frameworks rarely
address systematically.

1.2 Research Objectives and Paper Structure
This paper provides a systematic comparative
evaluation of six PPML techniques -- DP-SGD,
federated learning with secure aggregation
(FL-SA), local differential privacy (LDP),
SMPC-based training, homomorphic encryption
inference (HE-Inf), and synthetic data generation
with DP guarantees (DP-Synth) -- across four

responsible AI evaluation dimensions. Research
objectives are: (1) to develop and apply a
Privacy-Accuracy-Fairness (PAF) evaluation
framework for systematic PPML technique
comparison; (2) to produce a domain-stratified
benchmark of PPML technique performance
across clinical, financial, and imaging domains;
and (3) to derive practical PPML selection
guidance for GDPR and EU AI Act compliant
responsible AI deployment. Section 2 reviews
PPML techniques and evaluation frameworks.
Section 3 presents the PAF framework. Section 4
describes the benchmark methodology. Section 5
reports results. Section 6 discusses the PPML
selection guide. Section 6 concludes.

2. Literature Review
2.1 Privacy-Preserving Machine Learning
Techniques
Differential privacy (Dwork et al., 2006) provides
the most widely adopted formal privacy guarantee
for ML systems: a randomised algorithm M
satisfies epsilon-differential privacy if for any two
adjacent datasets D and D' and any output S:
P(M(D) in S) <= e^epsilon x P(M(D') in S).
DP-SGD (Abadi et al., 2016) implements DP for
neural network training by clipping per-sample
gradients and adding calibrated Gaussian noise,
providing (epsilon, delta)-DP with epsilon tracked
via the moments accountant. Local differential
privacy (Duchi et al., 2013) applies privacy noise
at the individual data level before transmission,
providing stronger individual privacy guarantees
at higher accuracy cost. Federated learning
(McMahan et al., 2017) enables model training
across distributed data sources without
centralising individual data, with secure
aggregation (Bonawitz et al., 2017) providing
cryptographic guarantees that individual gradients
are not visible to the aggregation server. SMPC
(Goldreich, 2004) enables computation on
encrypted data through secret sharing protocols.
Homomorphic encryption (Gentry, 2009) enables
inference on encrypted inputs without decryption.
Synthetic data generation with DP guarantees
(Jordon et al., 2019) produces surrogate training
datasets that preserve statistical properties while
providing formal privacy guarantees. Table 1
summarises the six evaluated techniques with
their privacy mechanisms and guarantee types.

2.2 Privacy-Fairness Interactions and
Evaluation Frameworks
The interaction between privacy preservation and
algorithmic fairness has received growing
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research attention since Bagdasaryan et al. (2019)
first demonstrated the disparate impact of DP
noise. Subsequent work by Chang and Shokri
(2021) formalised this interaction, showing that
DP noise degrades model quality more severely for
underrepresented subgroups because their
gradients have smaller signal- to-noise ratios -- a
structural consequence of the DP clipping and
noise mechanism. Tran et al. (2021) proposed
fairness-aware DP training objectives that mitigate
but do not eliminate this disparity. Existing PPML
evaluation frameworks focus primarily on the
privacy-accuracy trade-off dimension, typically
plotting model accuracy against the privacy
parameter epsilon for DP-based methods. Fairness
impact and computational feasibility are rarely
included as systematic evaluation dimensions. The
PAF framework introduced here extends PPML
evaluation to all four responsible AI dimensions,
enabling more comprehensive technique
assessment for high-stakes deployment contexts.

Table 1: PPML Techniques Evaluated --
Mechanisms, Guarantee Types, and
Deployment Characteristics
Tech
nique

Abbr
eviati

on

Priva
cy M
echa
nism

Guar
antee
Type

Train
ing/I
nfere
nce

Mode
l-Agn
ostic

Key
Refer
ence

DP St
ochas
tic Gr
adien
t Desc
ent

DP-S
GD

Gradi
ent cli
pping
+ Ga
ussia
n
noise

(eps,d
elta)-
DP

Traini
ng

Yes (
DNN)

Abadi
et al.
(2016
)

Feder
ated
Learn
ing +
Secur
e
Agg.

FL-SA Distri
buted
traini
ng +
secret
shari
ng

Data i
solati
on +
SA

Traini
ng

Yes McM
ahan
et al.
(2017
)

Local
Differ
ential
Priva
cy

LDP Per-sa
mple
noise
at
data s
ource

Local
eps-D
P

Traini
ng

Yes Duchi
et al.
(2013
)

Secur
e Mul
ti-Par
ty Co
mput
ation

SMPC Secre
t shar
ing
over e
ncryp
ted gr
adien
ts

Comp
utatio
nal pr
ivacy

Traini
ng

Limit
ed

Goldr
eich (
2004)

Tech
nique

Abbr
eviati

on

Priva
cy M
echa
nism

Guar
antee
Type

Train
ing/I
nfere
nce

Mode
l-Agn
ostic

Key
Refer
ence

Homo
morp
hic E
ncryp
tion I
nfere
nce

HE-In
f

Infere
nce
on cip
herte
xt

Sema
ntic s
ecurit
y

Infere
nce

Limit
ed

Gentr
y (200
9)

DP Sy
ntheti
c
Data
Gener
ation

DP-Sy
nth

DP
data s
ynthe
siser (
CTGA
N+DP
)

(eps,d
elta)-
DP

Pre-tr
aining

Yes Jordo
n et
al. (2
019)

3. The PAF Evaluation Framework
3.1 Four Evaluation Dimensions
The Privacy-Accuracy-Fairness (PAF) framework
evaluates PPML techniques across four
responsible AI dimensions. Privacy Guarantee
Strength (PGS) quantifies the formal privacy
guarantee provided by each technique,
operationalised as the effective epsilon value
under the moments accountant for DP-based
methods, and as a standardised privacy risk score
for non-DP methods based on empirical
membership inference attack success rates. Lower
epsilon and lower membership inference success
indicate stronger privacy. Accuracy-Privacy
Trade-off (APT) quantifies the accuracy cost of
each technique relative to an unconstrained
baseline model, measured as AUC reduction and
balanced accuracy reduction across all three
benchmark domains. Computational Feasibility
(CF) quantifies the computational overhead of
each technique relative to standard training,
measured as training time multiplier and memory
overhead multiplier on standardised hardware
(NVIDIA A100, 80GB VRAM). Fairness Impact (FI)
quantifies the effect of each technique on
demographic fairness, measured as the change in
DPD and EOD relative to the unconstrained
baseline -- positive values indicating fairness
degradation. The PAF aggregate score normalises
and weights these four dimensions (weights: PGS
= 0.30, APT = 0.30, CF = 0.20, FI = 0.20) to
produce a technique suitability score for each
domain context.

3.2 PPML Technique Selection Guide
The PAF framework produces a domain-contextual
selection guide that maps deployment context
profiles -- defined by privacy obligation strength,
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accuracy tolerance, computational budget, and
fairness obligation tier -- to the Pareto-optimal
PPML technique for that context. Three
deployment context archetypes are defined:
Privacy-Critical (contexts where regulatory
obligations or data sensitivity require the
strongest available privacy guarantees, e.g.,
clinical AI with sensitive medical data; optimal
technique: DP-SGD or FL-SA); Balanced (contexts
where privacy is important but accuracy and
fairness constraints are equally binding, e.g.,
financial AI; optimal technique: FL-SA or
DP-Synth); and Fairness-Sensitive (contexts where
non-discrimination is the primary obligation
alongside privacy, e.g., public sector AI; optimal
technique: FL-SA or DP-Synth with fairness-aware
training). Table 2 presents the PAF framework
scoring summary.

Table 2: PAF Framework Evaluation
Dimensions -- Definitions, Metrics, and
Weights
Dime
nsion

Code Prim
ary

Metri
c

Seco
ndary
Metri

c

PAF
Weig

ht

Resp
onsib
le AI
Oblig
ation

Regu
lator

y
Basis

Priva
cy Gu
arant
ee Str
ength

PGS Effect
ive ep
silon
(DP) /
MI
attack
succe
ss
rate

Priva
cy
risk cl
assifi
cation

0.30 Data
prote
ction

GDPR
Art.
5; EU
AI Act
Art.
10

Accur
acy-P
rivacy
Trade
-off

APT AUC r
educti
on vs.
baseli
ne
(%)

Balan
ced a
ccura
cy red
uction

0.30 Model
utility

EU AI
Act
Art.
15 (ac
curac
y)

Comp
utatio
nal Fe
asibili
ty

CF Traini
ng
time
multi
plier
vs. ba
seline

Memo
ry ove
rhead
multi
plier

0.20 Deplo
yment
viabili
ty

Practi
cal co
nstrai
nt

Fairn
ess I
mpact

FI DPD c
hange
vs. ba
seline

EOD
chang
e vs.
baseli
ne

0.20 Non-d
iscrim
inatio
n

EU AI
Act
Art.
10;
GDPR
Art. 5

4. Results
4.1 Privacy Guarantee and Accuracy Trade-off

DP-SGD achieved the strongest formal privacy
guarantee (epsilon = 1.0, delta = 1e-5) but at the
highest accuracy cost (mean AUC reduction =
5.8%, SD = 1.4% across three domains). LDP
provided individual-level DP with epsilon = 0.5 but
the highest accuracy degradation (mean AUC
reduction = 9.3%, SD = 2.1%), consistent with the
well-documented utility cost of local DP relative to
central DP. FL-SA achieved data isolation with
secure aggregation (membership inference attack
success = 0.54, near random) with the best
accuracy retention (mean AUC reduction = 2.4%,
SD = 0.8%). DP-Synth achieved formal (epsilon =
2.0)-DP guarantee with moderate accuracy cost
(mean AUC reduction = 3.7%, SD = 1.0%). HE-Inf
provided semantic security for inference with no
training accuracy cost but substantial
computational overhead. SMPC provided strong
computational privacy with moderate accuracy
cost and high computational overhead. Table 3
presents full domain-stratified PAF dimension
results.

4.2 Fairness Impact and PAF Aggregate
Scores
Fairness impact analysis confirmed the
Bagdasaryan et al. (2019) finding for DP-SGD:
mean DPD increase relative to baseline was 0.042
(SD = 0.012) -- a statistically significant fairness
degradation (p = 0.003). LDP showed the most
severe fairness degradation (mean DPD increase =
0.071, SD = 0.018). FL-SA showed the smallest
fairness impact among training-time methods
(mean DPD increase = 0.009, SD = 0.004),
consistent with its preservation of local data
distributions. DP-Synth showed moderate fairness
degradation (mean DPD increase = 0.024, SD =
0.008) dependent on the fairness properties of the
DP synthesiser. PAF aggregate scores placed
FL-SA as the highest- scoring technique overall
(mean PAF = 0.74, SD = 0.06), followed by
DP-Synth (0.69, SD = 0.07) and HE-Inf (0.67, SD =
0.05 -- high privacy and fairness but limited to
inference). DP-SGD achieved the highest PGS
sub-score (0.91) but ranked fourth overall due to
accuracy and fairness penalties. LDP ranked
lowest (PAF = 0.44, SD = 0.08) due to the
combination of high accuracy cost and severe
fairness degradation. Table 4 presents PAF
sub-scores and aggregate results. Figures 1-4
visualise key trade-off findings.

Table 3: Domain-Stratified PAF Dimension
Results by PPML Technique (Mean, SD)
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Tech
nique

Priva
cy (e
psilo
n /
MI

rate)

Clini
cal

AUC
Drop
(%)

Fina
ncial
AUC
Drop
(%)

Imag
ing
AUC
Drop
(%)

DPD
Incre
ase

Train
Time
Multi
plier

DP-S
GD

eps=
1.0;
MI=0
.51

6.1
(1.5)

5.7
(1.4)

5.6
(1.4)

0.042
(0.01
2)

3.8x
(0.4)

FL-SA MI=0
.54
(near
rnd)

2.6
(0.9)

2.3
(0.8)

2.3
(0.8)

0.009
(0.00
4)

4.2x
(0.5)

LDP eps=
0.5;
MI=0
.50

9.8
(2.2)

9.1
(2.0)

9.0
(2.0)

0.071
(0.01
8)

1.2x
(0.1)

SMPC Comp
ut.
priv.;
MI=0
.51

3.8
(1.1)

3.6
(1.0)

3.5
(1.0)

0.018
(0.00
6)

12.4x
(1.8)

HE-In
f

Sema
ntic
sec.;
MI=0
.50

0.0
(0.0)

0.0
(0.0)

0.0
(0.0)

0.001
(0.00
1)

48.3x
(6.2)

DP-Sy
nth

eps=
2.0;
MI=0
.53

3.9
(1.1)

3.6
(1.0)

3.6
(1.0)

0.024
(0.00
8)

2.1x
(0.3)

Baseli
ne

No pr
ivacy;
MI=0
.71

-- -- -- 0.000 1.0x

Table 4: PAF Sub-scores and Aggregate
Scores by Technique (Mean, SD; 0-1 scale)
Tech
nique

PGS
Score

APT
Score

CF
Score

FI
Score

PAF
Aggr
egate

Depl
oyme
nt Co
ntext

FL-SA 0.79
(0.06)

0.86
(0.05)

0.72
(0.07)

0.91
(0.04)

0.74
(0.06)

Balan
ced; F
airnes
s-Sen
sitive

DP-Sy
nth

0.71
(0.07)

0.81
(0.06)

0.84
(0.06)

0.79
(0.06)

0.69
(0.07)

Balan
ced; P
rivacy
-Critic
al

HE-In
f

0.82
(0.05)

1.00
(0.00)

0.14
(0.04)

0.98
(0.02)

0.67
(0.05)

Infere
nce-o
nly; P
rivacy
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Score

APT
Score

CF
Score

FI
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PAF
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DP-S
GD

0.91
(0.04)

0.71
(0.06)

0.74
(0.06)

0.68
(0.07)

0.66
(0.06)

Priva
cy-Cri
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SMPC 0.84
(0.05)

0.79
(0.06)

0.31
(0.07)

0.84
(0.05)

0.62
(0.06)

High-
securi
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texts
only

LDP 0.93
(0.03)

0.54
(0.09)

0.92
(0.04)

0.43
(0.09)

0.44
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Edge/
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5. Discussion
5.1 PPML Selection for Responsible AI
Deployment
The PAF results reveal a nuanced
privacy-accuracy-fairness landscape that defies
simple rankings. The conventional wisdom that
DP-SGD is the gold-standard PPML technique for
sensitive data applications requires qualification:
while DP-SGD provides the strongest formal
privacy guarantee among training-time methods
(epsilon = 1.0), its fairness degradation (DPD
increase = 0.042) may constitute non-compliance
with EU AI Act Article 10 non-discrimination
requirements in contexts where the baseline
model already has marginal fairness margins. For
deployments where both privacy and fairness are
binding regulatory obligations, FL-SA provides a
superior responsible AI profile, achieving strong
privacy (membership inference near random) with
minimal fairness degradation (DPD increase =
0.009) and acceptable accuracy cost (AUC
reduction = 2.4%). The computational feasibility
dimension is often underweighted in academic
PPML evaluation but has critical practical
implications: SMPC and HE-Inf, which provide the
strongest theoretical privacy guarantees, impose
12x and 48x training/inference time overheads
respectively that are prohibitive for most
production AI deployment contexts. The CF
dimension of the PAF framework explicitly
surfaces this constraint, enabling practitioners to
rule out computationally infeasible techniques
before conducting detailed
privacy-accuracy-fairness analysis.

5.2 Limitations and Future Research
The evaluation is limited to three benchmark
domains and relatively small models (up to 50M
parameters); the accuracy and fairness impacts of
PPML techniques on foundation models (billions of
parameters) are substantially less well-understood
and may differ qualitatively from the patterns
observed here, as gradient clipping behaviour and

noise scaling interact differently at large model
scales. The PAF dimension weights (PGS = 0.30,
APT = 0.30, CF = 0.20, FI = 0.20) reflect a
balanced responsible AI perspective; alternative
weightings reflecting specific regulatory contexts
(e.g., privacy-dominant weighting for clinical AI)
would alter technique rankings. Future research
should investigate fairness-aware PPML training
objectives that simultaneously satisfy privacy and
non-discrimination constraints, extending the work
of Tran et al. (2021) to federated and synthetic
data settings. The combination of FL-SA and
fairness-constrained training -- preserving data
locality while enforcing fairness across federation
participants -- represents a particularly promising
direction for responsible AI in healthcare and
financial services contexts.

6. Conclusion
6.1 Summary
This paper presented a systematic comparative
evaluation of six PPML techniques using the PAF
framework across privacy guarantee strength,
accuracy-privacy trade-off, computational
feasibility, and fairness impact dimensions, applied
to clinical, financial, and imaging benchmark
domains. FL-SA achieves the highest PAF
aggregate score (0.74) with strong privacy,
minimal fairness impact, and acceptable accuracy
cost. DP-SGD achieves the strongest privacy
guarantee but at significant accuracy and fairness
cost. LDP scores lowest (PAF = 0.44) due to
combined accuracy and fairness degradation. The
PAF framework provides a structured,
multi-dimensional technique selection
methodology aligned with GDPR and EU AI Act
responsible AI deployment requirements.

6.2 Recommendations
For responsible AI practitioners selecting PPML
techniques, the primary recommendation is to use
the PAF framework to evaluate all four dimensions
rather than optimising solely for privacy guarantee
strength. FL-SA is recommended as the default
technique for most balanced deployment contexts
given its superior PAF profile. DP-SGD should be
accompanied by fairness impact assessment and
mitigation measures before deployment in
contexts with non-discrimination obligations. LDP
should be reserved for edge and IoT contexts
where local processing is mandatory, with explicit
acceptance of its accuracy and fairness costs. For
GDPR Article 25 (data protection by design)
compliance, the PPML technique selection record
-- documenting the PAF evaluation conducted and
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the technique selected with justification --
constitutes evidence of privacy-by-design
implementation. The full PAF evaluation
methodology and scoring instrument are available
in Appendix A.
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Appendix A
PAF Evaluation Framework -- Scoring
Protocol and PPML Selection Guide

The following provides the PAF scoring protocol for
each dimension and the condensed PPML selection
guide derived from this study's results.

PGS Scoring Protocol

APT and CF Scoring Protocol

FI Scoring Protocol

PPML Selection Guide Summary




