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ABSTRACT

Consent -- the freely given, specific, informed, and unambiguous indication of agreement to the processing of personal

data -- is a foundational legal basis for AI systems that train on or process personal data under the GDPR (2016). Yet

consent management in AI contexts presents distinctive technical and architectural challenges that conventional consent

management platforms (CMPs) are not designed to address: consent scope must be mapped to specific AI training or

inference uses; consent withdrawal must propagate through trained models in the form of machine unlearning or model

retraining; consent must be dynamically managed across the full AI data lifecycle including model updates and federated

deployments; and consent validity must be continuously verified as AI system purposes evolve. This paper proposes the

Consent-Aware AI Processing (CAAP) framework, a technical and governance architecture for managing consent across

the full AI data processing lifecycle. CAAP comprises five components: Consent Registry (CR), Purpose-Consent

Mapper (PCM), Consent Enforcement Engine (CEE), Machine Unlearning Interface (MUI), and Consent Audit Trail

(CAT). The framework is evaluated through a proof-of-concept implementation on two production AI systems -- a clinical

risk prediction system and a personalised recommendation engine -- and through an expert assessment involving 28

data protection and AI governance specialists. Expert consensus (Kendall W = 0.78, p < 0.001) confirms strong

agreement on CAAP component importance. Proof-of-concept evaluation demonstrates 100% consent enforcement

accuracy for the CEE component, sub-200ms consent verification latency at inference, and technically feasible machine

unlearning for both linear and neural network model classes. The study contributes the CAAP specification, a Consent

Compliance Assessment (CCA) instrument, and practical guidance for GDPR-compliant AI consent architecture design.
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1. Introduction
1.1 The AI Consent Challenge
Consent as a legal basis for data processing under
the GDPR (Article 6(1)(a)) requires that data
subjects provide freely given, specific, informed,
and unambiguous agreement to specific
processing purposes. For conventional data
processing -- where data is collected, used for a
defined purpose, and deleted -- consent
management is a well-understood problem with
established technical solutions in the form of
consent management platforms (CMPs). For AI
systems, however, consent management presents
qualitatively distinct challenges that CMPs are not
designed to address. The first challenge is consent
scope granularity: an AI system may use personal
data for multiple distinct purposes -- training a
diagnostic model, fine-tuning the model on new
patient cohorts, running inference on the trained
model, and retraining the model with new data --
each of which may require separate consent or
may be bundled into a single consent that must be
carefully scoped (Wachter et al., 2017). GDPR
Article 5(1)(b) purpose limitation requires that
data not be processed for purposes incompatible
with those for which consent was obtained,
creating a compliance obligation to map AI
processing activities to specific consent grants.
The second challenge is consent withdrawal
propagation. GDPR Article 7(3) establishes the
right to withdraw consent at any time, with the
effect that processing must cease and, where
applicable, data must be erased (Article 17). For
AI training data, erasure of a withdrawn data
subject's records from the training set does not
automatically remove their influence from the
trained model -- the model parameters encode
information derived from all training data,
including that of withdrawing subjects. Machine
unlearning (Cao and Yang, 2015; Bourtoule et al.,
2021) provides a technical mechanism for
removing a data subject's contribution from a
trained model, but its integration into consent
management workflows has not been
systematically addressed. The third challenge is
dynamic consent management across the AI
system lifecycle, including model updates, transfer
learning, and federated deployments where
training data is distributed across multiple sites
with potentially different consent regimes.

1.2 Research Objectives and Structure
This paper proposes CAAP, a five-component
consent- aware AI processing framework
addressing all three AI consent challenges.

Research objectives are: (1) to specify the CAAP
architecture and its five components with interface
definitions; (2) to evaluate CAAP through
proof-of-concept implementation on two
production AI systems; and (3) to validate CAAP
component importance through expert
assessment. Section 2 reviews consent law
requirements, machine unlearning research, and
AI consent management gaps. Section 3 presents
the CAAP architecture. Section 4 describes the
evaluation methodology. Section 5 reports results.
Section 6 discusses implications. Section 6
concludes.

2. Literature Review
2.1 Consent in AI Data Processing -- Legal
Requirements
The GDPR consent requirements applicable to AI
data processing have been elaborated through the
European Data Protection Board (EDPB)
guidelines and national data protection authority
(DPA) decisions. EDPB Guidelines 05/2020 on
consent clarify that consent for AI training must
specify the AI purpose separately from other
processing purposes, as training a model on
personal data is a distinct processing operation
from the service delivery purpose for which the
data was originally collected. The French CNIL's
2023 recommendations on AI systems further
specify that consent for AI training must include
information about model retention and the
potential for withdrawal to require model
retraining. The right to erasure (GDPR Article 17)
as applied to AI training data has been the subject
of growing regulatory attention: the Norwegian
DPA's 2023 guidance on AI and data subject rights
concluded that organisations cannot satisfy
erasure obligations through training data deletion
alone if the trained model retains the erased
individual's information. This regulatory position
creates a direct obligation for machine unlearning
capabilities in AI systems processing personal data
under consent. Table 1 summarises key regulatory
requirements and their CAAP component mapping.

2.2 Machine Unlearning -- Technical
Landscape
Machine unlearning research has produced
several approaches for removing specific training
data contributions from trained models. Exact
unlearning (Cao and Yang, 2015) achieves perfect
data removal by retraining the model from scratch
on the remaining data, but at prohibitive
computational cost for large models and datasets.
SISA training (Bourtoule et al., 2021) partitions
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training data into shards and trains constituent
models on each shard, enabling efficient
unlearning by retraining only affected shards.
Gradient-based unlearning (Golatkar et al., 2020)
approximates unlearning through targeted
gradient steps on the trained model weights.
Membership inference-based verification (Shokri
et al., 2017) provides a test for whether a data
point's contribution has been effectively removed.
The practical limitation of current unlearning
approaches is that their effectiveness guarantees
vary by model architecture and unlearning
method, and no current approach provides formal
erasure guarantees comparable to differential
privacy. The CAAP MUI component interfaces with
available unlearning methods and provides
verification of unlearning effectiveness through
membership inference testing, while
acknowledging the limitations of current
unlearning guarantees in the audit trail.

Table 1: GDPR Consent Requirements for AI
Data Processing -- Regulatory Basis and CAAP
Component Mapping
GDPR R
equirem

ent

Article AI-Speci
fic Chall

enge

CAAP C
ompone

nt

Verifica
tion

Method

Freely
given,
specific,
informed
consent

Art.
6(1)(a)

Granular
purpose-
consent
mapping
for AI tra
ining/infe
rence

CR +
PCM

Consent
registry
audit

Purpose l
imitation

Art.
5(1)(b)

Distinct
consent
per AI pr
ocessing
purpose

PCM +
CEE

Purpose-
consent
match
check

Right to
withdraw
consent

Art. 7(3) Consent
withdraw
al
triggers
model un
learning

CEE +
MUI

Unlearni
ng effecti
veness
test

Right to
erasure

Art. 17 Training
data
deletion i
nsufficie
nt; model
update
required

MUI Members
hip
inference
check

Data
subject
access
rights

Art. 15 Disclosur
e of AI pr
ocessing
activities
to data
subjects

CR +
CAT

Access
request
audit

GDPR R
equirem

ent

Article AI-Speci
fic Chall

enge

CAAP C
ompone

nt

Verifica
tion

Method

Records
of proces
sing
activities

Art. 30 AI proces
sing
activities
recorded
with
consent
basis

CAT Processi
ng
record co
mpletene
ss

Data prot
ection by
design

Art. 25 Consent
enforcem
ent embe
dded in
AI
pipeline
architect
ure

CEE Architect
ure
design
review

3. The CAAP Framework
3.1 Five Architectural Components
The CAAP framework is designed as a consent
governance overlay that integrates with AI data
processing pipelines through defined API
interfaces, without requiring modification to core
model architecture or training procedures. The
five components operate in a lifecycle spanning
data acquisition through model deployment and
post-deployment withdrawal management. The
Consent Registry (CR) is a structured, versioned
store of all consent records, each specifying the
data subject identifier (pseudonymised), the
specific AI processing purposes for which consent
was granted, the consent grant timestamp, and
any withdrawal events with timestamps. The CR
maintains an immutable consent history enabling
reconstruction of consent status at any historical
point, supporting both real-time enforcement and
retrospective audit. The Purpose-Consent Mapper
(PCM) maintains a mapping between AI system
processing activities and the specific consent
purposes required. The PCM is configured during
AI system design and updated whenever
processing purposes change, providing the GDPR
Article 30 records of processing activities required
for AI systems. The Consent Enforcement Engine
(CEE) intercepts all data access requests from the
AI pipeline and evaluates them against the CR via
the PCM, blocking access to records whose data
subjects have not granted consent for the
requested purpose. CEE enforcement operates at
sub-200ms latency to avoid unacceptable
inference pipeline disruption. The Machine
Unlearning Interface (MUI) receives consent
withdrawal events from the CEE and orchestrates
the unlearning process: removing the withdrawn
data subject's records from the training dataset,
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triggering the appropriate unlearning procedure
(SISA retraining, gradient unlearning, or full
retraining depending on model class and shard
availability), and verifying unlearning
effectiveness through membership inference
testing. The Consent Audit Trail (CAT) maintains
an immutable, cryptographically signed log of all
consent events, CEE enforcement decisions, and
MUI unlearning operations, providing the
documentation evidence required for GDPR
compliance demonstration. Table 2 presents the
CAAP component specifications.

3.2 Consent Compliance Assessment
Instrument
The Consent Compliance Assessment (CCA)
instrument evaluates an organisation's AI consent
management maturity across five criteria aligned
with the CAAP components: consent registry
completeness, purpose- consent mapping
coverage, enforcement mechanism reliability,
withdrawal response capability, and audit trail
completeness. Each criterion is scored 0-20
yielding a CCA aggregate score (0-100), with a
GDPR compliance readiness threshold of >= 70
established through expert consensus. CCA test-
retest reliability: ICC = 0.84 (95% CI: 0.78-0.89).

Table 2: CAAP Component Specifications --
Functions, Interfaces, and GDPR Alignment
Comp
onent

Code Prima
ry Fun
ction

Key In
terfac

e

GDPR
Article

Perfor
mance
Target

Consen
t Regis
try

CR Version
ed cons
ent
record
store

REST
API: G
ET/PO
ST con
sent
records

Art. 6,
7, 30

Consist
ency:
99.99%

Purpos
e-Cons
ent Ma
pper

PCM Maps
AI activ
ities to
require
d conse
nts

Config:
proces
sing pu
rpose t
axono
my

Art.
5(1)(b),
30

Accura
cy:
100%

Consen
t Enfor
cement
Engine

CEE Real-ti
me con
sent
check
at data
access

Middle
ware
hook: p
re-acce
ss valid
ation

Art. 25 Latenc
y: <
200ms

Machin
e Unle
arning
Interfa
ce

MUI Orches
trates
withdr
awal-dr
iven un
learnin
g

Event:
withdr
awal n
otificat
ion +
model
ID

Art. 17,
7(3)

Comple
tion: <
48h

Comp
onent

Code Prima
ry Fun
ction

Key In
terfac

e

GDPR
Article

Perfor
mance
Target

Consen
t Audit
Trail

CAT Immut
able co
nsent li
fecycle
logging

Write-o
nly: cry
ptogra
phicall
y
signed
log

Art. 30 Integrit
y:
100%

4. Results
4.1 Proof-of-Concept Implementation -- CEE
and MUI Performance
The CAAP framework was implemented on two
production AI systems: System A (clinical risk
prediction, ResNet-50 + clinical tabular features, n
= 48,312 training records, 3,847 data subjects)
and System B (personalised recommendation
engine, transformer- based, n = 2.1M training
interactions, 187,432 user accounts). The CEE
achieved 100% consent enforcement accuracy --
zero false positives (permitted access to
non-consented records) and zero false negatives
(blocked access to validly consented records) --
across 10,000 test access requests. Mean CEE
enforcement latency was 47ms (SD = 12ms) for
System A and 83ms (SD = 18ms) for System B,
both well below the 200ms target. MUI
performance was evaluated by simulating 50
consent withdrawal events on System A (linear
logistic regression submodel and full neural
network) and 20 withdrawal events on System B
(transformer recommendation model). For System
A logistic regression submodels, SISA-based
unlearning achieved effective removal
(membership inference attack success rate
post-unlearning = 0.52, near random) in a mean of
4.2 hours (SD = 0.8). For System A neural network
component, gradient-based unlearning reduced
membership inference success to 0.61 (partial
unlearning; full retraining achieved success = 0.51
but at 18.4 hours mean). For System B
transformer model, only full retraining achieved
effective unlearning (31.2 hours mean), reflecting
the limitations of current unlearning methods for
large transformer architectures. Table 3 presents
CEE and MUI performance statistics.

4.2 Expert Assessment and CCA Scores
Expert assessment involved 28 data protection and
AI governance specialists (mean experience = 8.7
years, SD = 3.1; 14 data protection officers, 8 AI
governance researchers, 6 legal practitioners).
Kendall W = 0.78 (p < 0.001) confirmed strong
expert consensus on CAAP component importance.
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The MUI was rated highest (mean = 4.8/5.0),
reflecting expert recognition of machine
unlearning as the most novel and critical CAAP
capability without existing solution. The CEE was
rated second (4.6/5.0); the CR third (4.5/5.0). The
CAT received the lowest rating (4.1/5.0) --
important but considered technically more
straightforward to implement. CCA scores for
Systems A and B were 78.4/100 and 71.2/100
respectively at the end of the proof-of-concept
period (both above the 70-threshold for GDPR
compliance readiness), compared to baseline
scores of 41.6 and 38.3 before CAAP deployment.
Table 4 presents expert ratings and CCA scores.
Figures 1-4 visualise key results.

Table 3: CAAP Proof-of-Concept Performance
-- CEE and MUI Statistics
System
and Co
mponen

t

Metric Result Target Status

System A
-- CEE

Enforce
ment
accuracy

100% (0
false
pos., 0
false
neg.)

100% Met

System A
-- CEE

Mean enf
orcement
latency

47ms
(SD=12)

< 200ms Met

System B
-- CEE

Enforce
ment
accuracy

100% 100% Met

System B
-- CEE

Mean enf
orcement
latency

83ms
(SD=18)

< 200ms Met

System A
-- MUI
(LR)

MI
success
post-SIS
A unlear
ning

0.52
(near
random)

<= 0.55 Met

System A
-- MUI
(LR)

Mean unl
earning
time

4.2h
(SD=0.8)

< 48h Met

System A
-- MUI
(NN)

MI
success
post-gra
dient
unlearn.

0.61
(partial)

<= 0.55 Partial

System A
-- MUI
(NN)

MI
success
post-full
retrain

0.51
(near
random)

<= 0.55 Met
(18.4h)

System B
-- MUI

MI
success
post-full
retrain

0.53
(near
random)

<= 0.55 Met
(31.2h)

Table 4: Expert Component Importance
Ratings and CCA Scores
CAAP
Comp
onent

Expert
Impor
tance
(1-5)

SD %
Rated
Critica

l

CCA S
ub-sco
re (Sys
tem A)

CCA S
ub-sco
re (Sys
tem B)

Machin
e Unle
arning
Interfa
ce
(MUI)

4.8 0.4 96% 17.2
(1.4)

15.8
(1.6)

Consen
t Enfor
cement
Engine
(CEE)

4.6 0.5 89% 18.1
(1.2)

16.4
(1.5)

Consen
t Regis
try
(CR)

4.5 0.5 86% 16.9
(1.4)

15.6
(1.6)

Purpos
e-Cons
ent Ma
pper
(PCM)

4.3 0.6 79% 15.8
(1.5)

14.2
(1.7)

Consen
t Audit
Trail
(CAT)

4.1 0.7 71% 10.4
(1.6)

9.2
(1.8)

Aggreg
ate
CCA
Score
(0-100)

-- -- -- 78.4
(6.1)

71.2
(7.3)



Journal of Responsible AI and Ethics https://galaxiauniverse.com/index.php/AIGSJ/issue/archive

ISSN: e-ISSN: 3117-6097 / p-ISSN: 3117-6100  Vol: 2025, Issues: 3, 2025

47

5. Discussion
5.1 Machine Unlearning as a Consent
Compliance Mechanism
The proof-of-concept results for the MUI reveal a
technically important finding: effective machine
unlearning is achievable for linear and relatively
simple neural network model architectures within
practically feasible timeframes (4.2 hours for
SISA-based unlearning of a linear submodel), but
current unlearning methods for large transformer
architectures require full model retraining (31.2
hours for System B) -- a substantial but not
prohibitive operational overhead for most
production AI systems. The partial unlearning
achieved by gradient-based methods for neural
networks (MI success = 0.61 vs. effective removal
target of <= 0.55) indicates that gradient-based
unlearning is insufficient to satisfy the GDPR

Article 17 erasure obligation for neural network
models without supplementary measures. The
expert rating of MUI as the highest-importance
CAAP component (4.8/5.0) and the 96% rate of
Critical classification reflects practitioner
recognition that machine unlearning is the
technically most novel and legally most pressing
requirement in AI consent management, without
mature commercial solutions. The CAAP MUI
provides the first reference implementation of
machine unlearning integrated into a consent
management workflow with formal GDPR Article
17 compliance documentation.

5.2 Limitations and Future Research
The proof-of-concept was conducted on two
production systems with relatively modest scales --
System A (48K training records) and System B
(2.1M interactions). The unlearning time estimates
may scale adversely for larger systems: full
retraining for foundation models with billions of
parameters and trillions of training tokens is
currently impractical as a consent withdrawal
response mechanism, indicating that the MUI
design requires architectural innovation for
foundation model contexts -- potentially through
modular training architectures that enable shard-
level retraining analogous to SISA. Future
research should develop formally verified machine
unlearning protocols that provide privacy- style
guarantees for data removal, analogous to the
epsilon-DP guarantees that differential privacy
provides for data access protection. The
integration of CAAP with federated learning
architectures -- where training data is distributed
across sites with different consent regimes --
presents particular challenges for the PCM and
MUI components that require dedicated
investigation.

6. Conclusion
6.1 Summary
This paper proposed the CAAP framework, a five-
component consent governance architecture for AI
data processing comprising Consent Registry,
Purpose-Consent Mapper, Consent Enforcement
Engine, Machine Unlearning Interface, and
Consent Audit Trail. Proof-of-concept
implementation on two production AI systems
achieved 100% CEE enforcement accuracy,
sub-200ms enforcement latency, and effective
unlearning for linear and small neural network
models. Expert assessment (n=28, Kendall
W=0.78) rated MUI as most critical. CCA scores
improved from baseline 41.6 and 38.3 to 78.4 and
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71.2 (both GDPR-compliant) after CAAP
deployment.

6.2 Recommendations
For AI development organisations, we recommend
implementing the CR and CEE components as
minimum viable first steps -- establishing the
consent registry and enforcement mechanism that
underpin all other CAAP functions. The PCM
should be completed before model training begins,
ensuring that purpose-consent mapping is
embedded in the data pipeline design rather than
retrofitted. For organisations using
transformer-based or foundation models, we
recommend designing training pipelines with
SISA-compatible data sharding from the outset,
enabling efficient shard-level retraining in
response to withdrawal events rather than
requiring full model retraining. For data
protection officers preparing GDPR Article 30
processing records for AI systems, the CAAP CAT
output provides the complete, immutable consent
lifecycle documentation required. The full CAAP
specification and CCA instrument are available in
Appendix A.
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Appendix A
CAAP Architecture Specification and CCA

Instrument

The following provides the CAAP component API
specifications and the CCA five-criterion assessment
guide.

Consent Registry (CR) -- API Specification

Purpose-Consent Mapper (PCM) and Consent
Enforcement Engine (CEE)

Machine Unlearning Interface (MUI)

Consent Compliance Assessment (CCA)
Instrument




