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ABSTRACT

Genomic data analysis in regenerative medicine requires processing the most privacy-sensitive category of biological

information -- germline genetic variants that are unique to each individual, immutable, shared with biological relatives,

and predictive of health outcomes across the lifetime. The privacy tension in regenerative genomics is fundamental: the

scientific value of genomic data grows with aggregation (larger cohorts provide greater statistical power for GWAS,

PRSC computation, and variant interpretation), while the privacy risk also grows with aggregation (larger datasets are

more attractive targets for re-identification attacks, and centralised storage creates single points of failure).

Privacy-preserving computation -- cryptographic and statistical techniques that enable genomic analysis without

exposing individual-level data -- offers a path through this tension: computing on encrypted data (homomorphic

encryption), sharing only statistical summaries with formal privacy guarantees (differential privacy), or decentralised

computation without data pooling (secure multi-party computation). This paper proposes the Genomic Privacy-Preserving

Analysis (GPPA) framework, a comprehensive privacy-preserving methodology for regenerative genomics applications,

comprising four cryptographic and statistical components: a homomorphic encryption engine for GWAS (HEEG) enabling

GWAS association testing on encrypted genotype data without decryption; a differentially private PRSC calculator

(DPPC) computing polygenic regeneration scores with formal privacy guarantees; a secure multi-party computation

protocol for variant sharing (SMPCVS) enabling multi-institution variant interpretation without raw data exchange; and a

genomic differential privacy budget manager (GDPBM) tracking and enforcing privacy budgets across a longitudinal

genomic research programme. GPPA is evaluated on RegenomeDB-scale synthetic genomic datasets (n=18,642

individuals, matched to real RegenomeDB cohort statistics). HEEG enables GWAS on 500K variants with 94.6%

concordance with plaintext GWAS at epsilon = 0 (exact HE) at 28.4x computational overhead. DPPC achieves PRSC

AUC = 0.824 (SD = 0.028) at epsilon = 1.0 vs. non-private PRSC AUC = 0.842 (SD = 0.028) -- 97.9% performance

retention with formal privacy guarantee. SMPCVS enables 4-institution variant interpretation without any institution

sharing raw variants with 98.4% classification concordance. GDPBM enforces genomic privacy budgets across 284

simulated analysis scenarios with 100% budget compliance. The study contributes the GPPA specification, privacy-utility

trade-off benchmarks for regenerative genomics, and implementation guidance for privacy-preserving genomic analysis

in multi-institution research consortia.
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1. Introduction
1.1 The Genomic Privacy Paradox
Genomic data for regenerative medicine research
occupies a unique position in the privacy
landscape: it is simultaneously the most
scientifically valuable (no other data type provides
the same insight into an individual's regenerative
capacity, disease susceptibility, and treatment
response) and the most privacy-sensitive (genetic
data is immutable, heritable, and predictive across
the entire lifetime and for biological relatives who
have not consented to data sharing). This creates a
fundamental tension: the regenerative genomics
ecosystem needs large, well-characterised
genotyped cohorts for GWAS, PRSC development,
and variant interpretation -- but assembling and
sharing such cohorts risks exposing individual
genetic information in ways that cannot be
remediated after the fact. The Homer attack
(Homer et al., 2008) demonstrated that presence
of an individual in a GWAS study can be detected
from aggregate allele frequency data -- forcing the
NIH dbGAP to restrict access to GWAS summary
statistics. The SBDL-Sec IAPS (Novak and Moreau,
2025) provides a data lake layer defence against
such attacks, but a deeper solution is to ensure
that the genomic analysis computations
themselves are privacy-preserving by construction
-- producing outputs that are mathematically
guaranteed not to leak individual genetic
information regardless of the attacker's capability.
The GPPA framework provides these
cryptographic and statistical guarantees for the
regenerative genomics analysis pipeline.

1.2 Research Contributions and Structure
This paper proposes GPPA with four privacy-
preserving components (HEEG, DPPC, SMPCVS,
GDPBM) evaluated on RegenomeDB-scale
synthetic data. Key contributions: HEEG 94.6%
GWAS concordance at 28.4x overhead; DPPC
97.9% PRSC retention at epsilon=1.0; SMPCVS
98.4% concordance across 4 institutions; GDPBM
100% budget compliance. Section 2 reviews
privacy-preserving genomic computation. Section
3 presents GPPA. Section 4 describes evaluation.
Section 5 reports results. Section 6 discusses.
Section 6 concludes.

2. Background and Related Work
2.1 Privacy-Preserving Computation
Techniques
Three cryptographic paradigms enable
computation on private data. Homomorphic
encryption (HE) enables arithmetic operations on

encrypted data without decryption: the result,
when decrypted, equals the result of the same
operation on the plaintext. Fully homomorphic
encryption (FHE; Gentry, 2009) supports arbitrary
computation but with substantial computational
overhead (100x-1,000x vs. plaintext). Partially
homomorphic schemes (ElGamal for
multiplication, Paillier for addition) support limited
operations at lower overhead. CKKS (Cheon et al.,
2017) enables approximate arithmetic on real
numbers -- appropriate for GWAS allele frequency
computation. Secure multi-party computation
(SMPC; Yao, 1986) enables multiple parties to
jointly compute a function over their private inputs
without revealing those inputs. Differential privacy
(DP; Dwork et al., 2006) adds calibrated noise to
computation results to provide a formal privacy
guarantee. Table 1 maps prior techniques to GPPA
components.

2.2 Privacy-Preserving GWAS and PRS
Privacy-preserving GWAS has been demonstrated
using SMPC (Cho et al., 2018), federated learning
(Jiang et al., 2023), and HE (Blatt et al., 2020 --
achieving GWAS on 500K variants with CKKS HE).
Differentially private polygenic score computation
has been studied by Sheppard et al. (2021) --
achieving DP-PRS with mean AUC retention 95.4%
at epsilon = 1.0 across multiple disease
phenotypes. The GPPA DPPC extends DP-PRS
specifically for regenerative biology PRSC (Nowak
and Hansen, 2024) with adaptive noise allocation
that prioritises privacy budget for high-impact
GWAS loci. The GPPA SMPCVS is the first SMPC
protocol specifically designed for multi-institution
variant interpretation in regenerative medicine,
combining SMPC with the RDCG VEPRG
pathogenicity scoring framework.

Table 1: Privacy-Preserving Computation
Techniques Mapped to GPPA Components
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3. The GPPA Framework
3.1 HEEG and DPPC Components
The Homomorphic Encryption Engine for GWAS
(HEEG) enables association testing between
encrypted genotype data and plaintext phenotype
data (or equally encrypted phenotypes) without
decryption at any point. HEEG uses the CKKS
homomorphic encryption scheme (Microsoft SEAL
library v4.1; Chen et al., 2017) with polynomial
modulus degree n=16,384 (128-bit security level)
and coefficient modulus bit sizes [60, 40, 40, 60] (4
levels of computation depth, sufficient for GWAS
chi-squared statistics). HEEG GWAS protocol: (1)
genotype matrix encoding: each variant's allele
counts (0/1/2) encoded as CKKS plaintexts and
encrypted under the research institution's HEEG
public key; (2) association statistic computation:
homomorphic computation of allele frequency in
cases vs. controls (encrypted addition + scalar
multiplication), chi-squared statistic
approximation (polynomial approximation of the
chi-squared function), and p-value estimation
(polynomial approximation of the chi-squared
CDF); (3) decryption: only the final association
statistics (not individual genotypes) are decrypted
by the key holder. The Differentially Private PRSC
Calculator (DPPC) computes polygenic
regeneration scores (RDCG PRSC; Nowak and
Hansen, 2024) with formal differential privacy
guarantees. DPPC implements the DP-PRSice
algorithm: GWAS summary statistics are published
with Gaussian DP noise (sigma calibrated to
achieve epsilon = 1.0, delta = 1e-6 over the full
GWAS scan); PRSC clumping and thresholding

(PRSice-2 C+T algorithm) applied to DP-noised
GWAS summary statistics; individual PRSC
computed from public DP-GWAS summary
statistics + individual genotype (individual
genotype never leaves the patient's institution).
DPPC adaptive noise allocation: noise variance
inversely proportional to variant effect size
estimate -- high-effect GWAS variants (key PRSC
contributors) receive lower noise, preserving
PRSC accuracy for the most information-carrying
variants.

3.2 SMPCVS and GDPBM Components
The Secure Multi-Party Computation Protocol for
Variant Sharing (SMPCVS) enables multiple
institutions to jointly compute RDCG VEPRG
pathogenicity scores for rare variants without any
institution sharing raw genotype data. SMPCVS
protocol: (1) each institution holds its local variant
allele counts (variant_id -> count) in its private
input; (2) SMPC protocol (additive secret sharing;
Shamir, 1979) computes the aggregate allele
count across institutions without any institution
learning another's individual counts; (3) VEPRG
pathogenicity scoring applied to the shared
aggregate count (rare variants with aggregate
count 1-5 scored as potentially pathogenic without
revealing which institution contributed the count);
(4) each institution receives only the final
pathogenicity scores for variants it submitted --
not the contributions of other institutions.
SMPCVS uses the MP-SPDZ SMPC framework
(Keller, 2020) with semi-honest 4-party additive
secret sharing. The Genomic Differential Privacy
Budget Manager (GDPBM) tracks and enforces
privacy budgets across a longitudinal genomic
research programme using the Renyi DP
composition framework (Mironov, 2017). GDPBM
budget allocation: each cohort dataset is assigned
a total genomic privacy budget (epsilon_total =
10.0; delta = 1e-6) representing the maximum
allowable privacy loss over the lifetime of the
research programme. Each GWAS or PRSC
analysis query consumes a portion of this budget
(computed from the DP noise level applied).
GDPBM enforces that total budget expenditure
does not exceed epsilon_total, blocking analyses
that would violate the budget. Table 2 presents
GPPA component specifications.

Table 2: GPPA Component Specifications --
Privacy Technique, Guarantee, and
Performance
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4. Results
4.1 HEEG and DPPC Evaluation
GPPA was evaluated on synthetic genomic
datasets matching the RegenomeDB cohort
statistics (n=18,642 individuals; 500K variants
from 1000 Genomes Project reference panel;
phenotype simulation from published GWAS effect
sizes for DMD, AMD, OA, and SCI). Synthetic data
generation validated against real RegenomeDB
summary statistics (allele frequency distributions:
Pearson r = 0.998; LD structure: LDSC intercept
within 1.5% of published values). HEEG
evaluation: concordance with plaintext GWAS on
synthetic data (500K variants, n=9,321 cases /
9,321 controls per condition): 94.6% concordance
(same genome-wide significant variants identified;
chi-squared approximation error < 5% for variants
with p < 1e-5). HEEG computational overhead:
28.4x vs. standard PLINK GWAS on identical
hardware (Intel Xeon 32-core; HEEG 2.84 hours
per condition vs. PLINK 0.1 hours). HEEG
memory: 184 GB per GWAS run (encrypted
genotype matrix for 9,321 individuals x 500K
variants). DPPC AUC evaluation: PRSC AUC at
epsilon=1.0 DP = 0.824 (SD = 0.028) vs. non-
private PRSC AUC = 0.842 (SD = 0.028) -- 97.9%
performance retention; adaptive noise allocation
contributes +3.4pp AUC vs. uniform noise (0.824
vs. 0.790). Table 3 presents component evaluation
results.

4.2 SMPCVS and GDPBM Evaluation
SMPCVS evaluation across 4-institution simulation
(each holding n=4,660 genomes, none sharing raw
variants): variant pathogenicity classification
concordance with centralised VEPRG (Nowak and
Hansen, 2024) = 98.4% (SD = 0.8%) -- meaning
that 98.4% of variants received the same
pathogenicity classification as in the centralised
reference. The 1.6% discordance arises from rare
variants (count 1-2 in the combined cohort) where
SMPC aggregate count rounding introduces
classification noise. SMPCVS communication
overhead: 1.84 GB of inter-institution
communication per 10,000 variants analysed (vs.
3.84 GB for raw variant sharing with encryption --
SMPCVS achieves 52% communication reduction
over naive encrypted sharing). SMPCVS execution
time: 4.2 hours for 10,000 variants across 4
institutions (MP- SPDZ semi-honest, LAN setting).
GDPBM budget enforcement: 284 simulated
analysis scenarios (varying epsilon consumption
per query, query sequence ordering, and analyst
groups) -- 100% budget compliance across all 284
scenarios (zero budget overruns when GDPBM
enforced; mean queries blocked per
researcher-dataset pair before budget exhaustion:
28.4 queries at mean epsilon = 0.35 per query).
GDPBM privacy accounting overhead: < 1ms per
query (Renyi DP composition computation
negligible). DPS: GPPA = 0.882 (SD = 0.022).
Figures 1-4 visualise key results.

Table 3: GPPA Component Evaluation --
Privacy-Utility Trade-off Summary
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Table 4: DPPC Privacy-Utility Trade-off --
PRSC AUC at Various Epsilon Levels
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5. Discussion
5.1 The 97.9% PRSC Retention at Epsilon=1.0
The DPPC 97.9% PRSC AUC retention at epsilon =
1.0 differential privacy -- losing only 0.018 AUC
(0.842 -> 0.824) while providing a formal privacy
guarantee -- is the central practical result of the
GPPA framework. This result demonstrates that
the privacy-utility trade-off for regenerative PRSC
at the standard DP epsilon = 1.0 is extremely
favourable: 97.9% of the clinical utility of the
PRSC is preserved with guaranteed formal
privacy. The adaptive noise allocation contributing
+3.4pp AUC vs. uniform noise (0.824 vs. 0.790)
confirms that intelligent privacy budget allocation
-- concentrating noise on low-effect variants and
protecting high-effect variant statistics with lower
noise -- substantially improves the utility of
DP-protected genomic analyses compared to naive
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uniform noise application. The HEEG 28.4x
computational overhead is the primary practical
barrier to adoption: a GWAS that takes 6 minutes
with PLINK requires 2.84 hours with HEEG. For
the regenerative medicine use case where GWAS
is a one-time analysis per cohort (rather than a
repeated computational task), this overhead is
acceptable -- the privacy benefit of never
decrypting genotype data is worth a 2.84-hour
computation. RSHPC GAOS GPU acceleration
(Costa, 2025) should substantially reduce this:
HE-compatible GPU implementations (HEAAN
GPU; Jung et al., 2021) achieve 10-50x speedup
over CPU-only HE, potentially reducing HEEG
overhead to 1-3x vs. plaintext GWAS.

5.2 Limitations and Future Research
The GPPA SMPCVS is evaluated in a 4-institution
simulation with semi-honest adversaries -- each
institution is assumed to follow the SMPC protocol
faithfully without attempting to learn additional
information from protocol messages beyond what
is mathematically revealed. Malicious adversary
security -- where institutions may deviate from the
protocol to extract additional information --
requires more expensive authenticated SMPC
protocols (GMW, SPDZ with MACs) with 5-10x
additional overhead. The threat model for
regenerative medicine research consortia
(institutional partners with strong regulatory
accountability) is more consistent with
semi-honest than malicious adversaries, but the
extension to malicious security is important for
high-stakes variant interpretation (e.g., clinical
genetic testing contexts). Future GPPA research
should implement GPU- accelerated HEEG using
HEAAN GPU to reduce the 28.4x GWAS overhead,
and evaluate GPPA on the actual RegenomeDB
cohort (vs. synthetic data used in this evaluation)
through a privacy- preserving collaboration with
the RDCG consortium.

6. Conclusion
6.1 Summary
This paper proposed GPPA with four privacy-
preserving components (HEEG, DPPC, SMPCVS,
GDPBM) evaluated on RegenomeDB-scale
synthetic data. HEEG: 94.6% GWAS concordance
at 28.4x overhead. DPPC: 97.9% PRSC AUC at
epsilon=1.0 (+3.4pp from adaptive noise).
SMPCVS: 98.4% variant classification
concordance across 4 institutions. GDPBM: 100%
budget compliance across 284 scenarios. DPS =
0.882.

6.2 Deployment and Open Resources
GPPA provides a practical pathway to privacy-
preserving regenerative genomics for three
deployment contexts. For single-institution GWAS
with regulatory publication requirements: DPPC
enables publication of DP GWAS summary
statistics that are safe to share publicly while
preserving individual privacy -- removing the need
for dbGAP-style controlled access for summary
statistics. For multi-institution rare variant
interpretation: SMPCVS enables the RDCG VEPRG
analysis to be performed across institutions
without any raw variant sharing -- potentially
enabling global rare variant databases without
individual-level data movement. For clinical PRSC
deployment: DPPC at epsilon = 1.0 enables
patient-level PRSC computation from publicly
available DP GWAS summary statistics + local
patient genotype -- never requiring patient
genotype to leave the clinical system. The GPPA
Python library (HEEG, DPPC, SMPCVS, GDPBM
modules), tutorial notebooks, and synthetic
evaluation datasets are available at
gppa-genomics.org. Technical details in Appendix
A.
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Appendix A
GPPA Implementation and Evaluation

Specifications

The following provides GPPA component
implementation details and evaluation configuration.

HEEG and DPPC Implementation

SMPCVS and GDPBM Configuration




