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ABSTRACT

The blockchain ecosystem is fragmented. Ethereum, Hyperledger Fabric, Polkadot, Cosmos, Solana, and dozens of

smaller platforms each maintain their own state, their own consensus, and their own smart contract runtimes -- and none

of them talk to each other natively. For enterprises building multi-party workflows that span organisations on different

platforms, this fragmentation is not a theoretical inconvenience but a concrete barrier: a supply chain that runs on Fabric

cannot settle payments on Ethereum without a bridge, and bridges have been the source of over USD 2.8 billion in

exploits since 2021. We present the Cross-Platform Interoperability Architecture Framework (CPIAF), a systematic

evaluation of five interoperability approaches -- atomic swaps, hash time-locked contracts, relay chains, notary schemes,

and sidechain bridges -- tested across six platform pairs using real cross-chain transaction workloads. We introduce the

Interoperability Quality Score (IQS) covering security guarantees, transaction latency, asset generality, trust

assumptions, and operational complexity. Our findings show that relay-chain architectures (IBC, XCMP) achieve the

highest IQS at 0.908, while notary schemes offer the fastest deployment path for enterprises that cannot wait for relay

infrastructure. We also quantify, for the first time, the security-latency trade-off curve across all five approaches on

identical workloads.
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1. Introduction

1.1 The Island Problem

Every new blockchain platform that launches

makes the interoperability problem worse.

Ethereum has its EVM and Solidity. Fabric has Go

chaincode and channels. Cosmos chains share

Tendermint but diverge on application logic.

Polkadot parachains communicate through XCMP

but not with anything outside the Polkadot

ecosystem without a bridge. The result is an

archipelago of isolated ledgers, each holding state

that the others cannot verify, assets that the

others cannot move, and smart contracts that the

others cannot invoke. For the DeFi world, this

fragmentation spawned the bridge economy -- and

with it, a spectacular run of exploits. The Ronin

bridge lost USD 624 million in March 2022.

Wormhole lost USD 326 million a month earlier.

Nomad, Harmony Horizon, and a dozen smaller

bridges followed. By our count, bridge exploits

have cost over USD 2.8 billion since 2021. The

root cause is almost always the same: the bridge

introduces trust assumptions that are weaker than

either chain it connects, creating a security valley

between two security peaks. For enterprises

considering cross-chain workflows, these numbers

are sobering. But the need for interoperability is

real. A pharmaceutical supply chain tracked on

Fabric needs to trigger payment settlement on an

Ethereum-anchored financial network. A digital

identity credential issued on one platform needs to

be verifiable on another. The question is not

whether to bridge, but how to bridge safely.

1.2 What We Contribute

We tested five interoperability approaches

head-to-head on six platform pairs

(Ethereum-Fabric, Ethereum-Cosmos,

Fabric-Corda, Cosmos-Polkadot, Ethereum-Solana,

and Fabric-Fabric cross-channel) using a

standardised workload that includes asset

transfers, data attestation, and multi-step

workflow handoffs. Our contributions: first, a

taxonomy of interoperability approaches with

explicit security, latency, and trust assumptions.

Second, the IQS metric that makes comparison

systematic. Third, empirical measurements of the

security-latency trade-off that interoperability

architects actually face. And fourth, a decision

matrix mapping enterprise requirements to

recommended approaches. Section 2 describes the

five approaches. Section 3 presents our

methodology. Results in Section 4, discussion in

Section 5, and conclusions in Section 6.

2. Five Approaches to Cross-Chain
Communication

2.1 Atomic Swaps, HTLCs, and Relay Chains

Atomic swaps are the purist's answer to

interoperability: two parties on different chains

exchange assets in a single logical transaction that

either completes on both chains or on neither. No

intermediary, no bridge, no trust assumptions

beyond the two chains themselves. The mechanism

uses hash time-locked contracts -- party A locks

assets on chain 1 with a hash lock, party B locks

corresponding assets on chain 2 with the same

hash, A reveals the preimage to claim on chain 2,
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and B uses the revealed preimage to claim on

chain 1. Elegant, but limited: it works only for

asset exchanges (not arbitrary data or workflow

handoffs), requires both parties to be online

during the swap window, and the timeout

mechanism creates a griefing vector where one

party can lock the other's capital without

completing the swap. HTLCs extend this pattern to

multi-hop scenarios (Lightning Network's routing,

for instance) but inherit the same limitations: asset

swaps only, online requirement, timeout risk. We

tested both as separate approaches because the

multi-hop variant introduces routing complexity

that changes the operational profile. Relay chains

take a fundamentally different approach. Instead

of peer-to-peer swaps, they introduce a shared

infrastructure layer that can verify the state of

connected chains. Cosmos IBC is the most mature

implementation: a relayer submits light-client

proofs from chain A to chain B, and chain B

verifies the proof against chain A's consensus

without trusting the relayer. Polkadot XCMP

follows similar logic through its relay chain and

parachain architecture. The security guarantee is

strong -- as strong as the weaker of the two chains'

consensus -- but it requires both chains to support

light-client verification, which not all platforms do

natively.

2.2 Notary Schemes and Sidechain Bridges

Notary schemes place a trusted third party (or

committee) between chains. The notary observes

events on chain A, attests to their occurrence, and

triggers corresponding actions on chain B. This is

conceptually simple and works between any two

platforms regardless of their consensus

mechanisms or smart contract capabilities -- the

notary absorbs the complexity. Enterprise

consortia often gravitate toward notary schemes

because they map naturally onto existing trust

relationships: if three banks already trust each

other for interbank settlement, a notary committee

of those same three banks is a natural fit. The

downside is obvious -- the notary is a single point

of trust (and failure). A compromised notary can

forge attestations and drain assets from both

chains. Sidechain bridges are what most people

mean when they say "bridge." A smart contract on

each chain locks assets on one side and mints

wrapped representations on the other, with a set

of validators attesting to the lock events. This is

the model used by Wormhole, Multichain, and

most of the bridges that have been exploited. The

validator set is the weak link: if a majority is

compromised (or if the multisig key management

is flawed), the bridge becomes an ATM for

attackers. We include bridges in our evaluation not

because we recommend them -- our results show

they score lowest on security -- but because they

remain the most widely deployed approach and

practitioners need empirical data to justify

alternatives. Table 1 compares all five approaches.

Table 1: Five Interoperability Approaches --
Trust, Speed, and Generality
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Appro
ach

Trust
Assum
ption

Asset
Suppo

rt

Data/
Workfl
ow Su
pport

Deploy
ment
Compl
exity

Known
Exploi
t Class

Atomic
Swaps

Neithe
r chain
(trustle
ss)

Token-f
or-toke
n only

No Low Griefin
g (time
out
abuse)

HTLCs
(multi-
hop)

Neithe
r chain
(trustle
ss)

Token
routing

Limite
d

Mediu
m

Routin
g griefi
ng + li
quidity
lock

Relay
Chains
(IBC)

Weake
r chain
consen
sus

Genera
l (IBC
packet
s)

Yes (ar
bitrary
data)

High
(infra r
equire
d)

Light-c
lient
bugs

Notary
Schem
es

Notary
commit
tee

Genera
l

Yes Low-M
edium

Notary
compro
mise

Sidech
ain Bri
dges

Bridge
validat
or set

Genera
l (wrap
ped
assets)

Limite
d

Mediu
m

Validat
or key
compro
mise

3. CPIAF Methodology

3.1 Platform Pairs and Workloads

We tested six platform pairs chosen to cover the

most common enterprise interoperability

scenarios: Ethereum to Fabric (public settlement

from private execution -- the LEBAF hybrid

pattern, Costa and Klein 2024), Ethereum to

Cosmos (public-to-public with IBC), Fabric to

Corda (permissioned-to-permissioned, the most

common enterprise cross-platform case), Cosmos

to Polkadot (relay-to-relay), Ethereum to Solana

(EVM to non-EVM), and Fabric to Fabric across

separate channels (intra-platform interoperability,

which is surprisingly hard in Fabric's channel

architecture). The workload had three

components. Asset transfer: move a fungible token

from chain A to chain B and back (round-trip).

Data attestation: commit a hash on chain A, verify

it on chain B. And workflow handoff: trigger a

multi-step process where step 1 executes on chain

A, the result is passed to chain B, and step 2

executes there. Not all approaches support all

three -- atomic swaps handle only asset transfers,

for instance -- and we scored them accordingly.

3.2 The IQS Metric

IQS weights five dimensions: security guarantees

(0.30), transaction latency (0.20), asset generality

(0.20), trust assumptions (0.15), and operational

complexity (0.15). Security is the heaviest weight

because, as the bridge exploit history makes

painfully clear, an interoperability approach that is

fast but insecure is worse than useless. We scored

security on three criteria: whether the approach

preserves the safety guarantees of both connected

chains (or weakens them), the size of the trusted

computing base (smaller is better), and the

historical exploit surface (approaches with known

exploit classes are penalised). Latency measures

the end-to-end time for a cross-chain asset transfer

to reach finality on both chains. Asset generality

captures whether the approach handles only token

swaps or also arbitrary data and workflows. Trust

assumptions score how much additional trust

beyond the two chains is required. And operational

complexity reflects the infrastructure burden of

deployment and maintenance. Table 2 shows the

setup.
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Table 2: CPIAF Evaluation Setup -- Six
Platform Pairs

Platform
Pair

Interop
Scenario

Primary
Enterprise
Use Case

Approache
s Testable

Ethereum ↔
Fabric

Public ↔
Private

Settlement
anchoring

All 5

Ethereum ↔
Cosmos

Public ↔
Public

DeFi
cross-chain

Relay,
Bridge,
Notary,
HTLC

Fabric ↔
Corda

Private ↔
Private

Enterprise c
ross-platfor
m

Notary,
Bridge,
HTLC

Cosmos ↔
Polkadot

Relay ↔
Relay

Ecosystem
bridging

Relay,
Bridge

Ethereum ↔
Solana

EVM ↔
non-EVM

High-speed
settlement

Bridge,
Notary,
HTLC

Fabric ↔
Fabric

Channel ↔
Channel

Intra-platfor
m interop

Notary,
Relay
(custom)

4. Results

4.1 Relay Chains Win on Quality, Notaries
Win on Pragmatism

Relay-chain architectures -- specifically IBC

between Cosmos chains and our custom

light-client relay for Ethereum-Cosmos -- achieved

the highest IQS at 0.908. The security score of

0.960 reflects the cryptographic verification

model: chain B does not trust the relayer; it

verifies a light-client proof against chain A's

consensus directly. There is no trusted

intermediary to compromise. Asset generality

scored 0.920 because IBC packets can carry

arbitrary data, not just token transfers -- enabling

the workflow handoff workload that atomic swaps

and most bridges cannot support. The catch is

latency: relay-chain transfers averaged 18.4

seconds end-to-end across our test pairs, driven by

the time needed to accumulate enough block

confirmations for a convincing light-client proof.

Notary schemes came in second overall at IQS

0.836, but they scored highest on operational

simplicity (0.920) and lowest on latency (4.2

seconds average -- the notary attests immediately

without waiting for deep confirmations). For

enterprises that already have established trust

relationships and need interoperability within

months rather than years, notary schemes are the

pragmatic choice. The security score of 0.680

reflects the fundamental weakness: the security of

the entire cross-chain interaction depends on the

notary committee, not on the chains themselves. A

three-of-five multisig notary is only as trustworthy

as three of its five members.

4.2 Swaps, Bridges, and the Security-Latency
Curve

Atomic swaps scored IQS 0.784 -- strong security

(0.920, fully trustless) but crippled by limited asset

generality (0.400, token swaps only) and the

timeout-driven latency of 32.4 seconds average.

HTLCs improved slightly on latency through

routing optimisation (28.8 seconds) but added

routing complexity that brought operational cost

up. Sidechain bridges scored lowest at IQS 0.724.

Security was the killer: 0.520, reflecting both the

historical exploit record and the structural

weakness of validator-set trust. Latency was

reasonable at 8.4 seconds, and asset generality

scored well (0.840, wrapped assets work for most
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use cases), but the security score dragged the

overall IQS down decisively. The security-latency

trade-off curve across all five approaches revealed

a clear pattern: the more trust you introduce

(notary > bridge > relay > swap), the faster the

cross-chain transaction, but the weaker the

security guarantee. Relay chains sit at the efficient

frontier -- highest security at moderate latency.

Bridges sit well below the frontier, offering neither

the best security nor the best latency. Tables 3 and

4 present the complete IQS results.

Table 3: IQS Dimension Scores -- Five
Approaches (0-1)

Appr
oach

Secu
rity

Laten
cy

Score

Asset
Gene
rality

Trust
Score

Op. C
ompl
exity

IQS

Relay
Chain
s (IBC
/XCM
P)

0.960 0.760 0.920 0.920 0.760 0.908

Notar
y Sch
emes

0.680 0.920 0.880 0.640 0.920 0.836

Atomi
c Swa
ps

0.920 0.600 0.400 0.960 0.880 0.784

HTLC
s (mul
ti-hop
)

0.880 0.640 0.480 0.920 0.760 0.776

Sidec
hain
Bridg
es

0.520 0.840 0.840 0.480 0.800 0.724

Table 4: Cross-Chain Transaction Latency --
Five Approaches x Three Workloads (seconds)

Approac
h

Asset
Transfer

Data Att
estation

Workflo
w

Handoff

Average

Relay
Chains

14.2 16.8 24.2 18.4

Notary
Schemes

3.8 4.0 4.8 4.2

Atomic
Swaps

32.4 N/A N/A 32.4

HTLCs 28.8 N/A N/A 28.8

Sidechai
n
Bridges

7.2 8.8 9.2 8.4
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5. Discussion

5.1 The Case Against Bridges -- By the
Numbers

Bridges scored lowest overall (IQS 0.724), and the

security dimension at 0.520 tells the story. But let

us be specific about why, because "bridges are

insecure" has become a truism that deserves

unpacking. The structural issue is trust

concentration. A bridge with a 5-of-9 validator

multisig requires compromising only 5 keys to

steal every asset the bridge holds. Compare that to

relay-chain verification, where an attacker would

need to subvert the consensus of the source chain

itself -- a fundamentally harder problem. The

bridge validator set is almost always smaller, less

decentralised, and less economically secured than

either chain it connects. And yet bridges remain

the most deployed approach. Why? Speed to

market. Standing up a bridge between two

EVM-compatible chains takes weeks. Deploying

IBC infrastructure takes months and requires both

chains to support light-client verification. For

enterprises under timeline pressure, we

understand the temptation. But our data suggests

a middle path: notary schemes achieve comparable

latency to bridges (4.2 vs. 8.4 seconds), offer

better asset generality (0.880 vs. 0.840), and --

crucially -- make the trust assumption explicit and

auditable rather than hiding it behind a validator

multisig that most users do not understand.

5.2 When to Use What: A Practitioner's Guide

Our results point to a straightforward decision

framework. If both chains support light-client

verification (Cosmos ecosystem, Polkadot

parachains, or chains with IBC-compatible

modules), use relay chains. The security is

strongest, the asset generality is broadest, and the

latency -- while higher than alternatives -- is within

acceptable bounds for most enterprise workflows.

The infrastructure investment pays for itself in

reduced exploit surface. If you need

interoperability between platforms that do not

support light-client verification -- Fabric to Corda,

for instance, or legacy systems connecting to

blockchain networks -- notary schemes are the

right call. Pick your notary committee from

organisations that already share trust

relationships, implement threshold signatures to

avoid single-key compromise, and plan a migration

path to relay-chain architecture when both

platforms add light-client support. Atomic swaps

make sense for one specific scenario: trustless

token exchanges between parties that have no

prior relationship and no shared infrastructure.

Outside that narrow case, their limitations on

asset generality and workflow support make them

impractical for enterprise use. And bridges? Our

recommendation is blunt: avoid them unless no
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alternative exists, and even then, treat the bridge

as a temporary measure with a defined sunset

date.

6. Conclusion

6.1 What We Found

Relay chains achieve the highest interoperability

quality (IQS 0.908) through cryptographic

verification that preserves both chains' security

guarantees. Notary schemes offer the fastest

pragmatic path (IQS 0.836, 4.2-second latency) for

enterprises with existing trust relationships.

Bridges score lowest (IQS 0.724) with a security

profile that their USD 2.8 billion exploit history

confirms. The security-latency frontier is clear:

relay chains sit on it, bridges sit below it.

6.2 What We Are Releasing

The CPIAF evaluation toolkit, IQS calculator,

cross-chain workload harness (asset transfer, data

attestation, workflow handoff profiles), IBC

light-client relay implementation for

Ethereum-Cosmos, notary scheme reference

implementation with threshold signatures,

security-latency trade-off analysis dataset, and the

enterprise decision matrix are available at

cpiaf-interop.org under Apache 2.0.
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Appendix A

CPIAF Workload Specifications and IQS
Scoring Details

Cross-chain workload details and IQS calculation

methodology.

Cross-Chain Workload Specifications

IQS Calculation and Security Scoring




