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ABSTRACT

Consensus is the engine that makes a blockchain trustworthy, but it is also the component that breaks first when a
network grows. Classical BFT protocols like PBFT achieve strong safety guarantees yet collapse above a few dozen
validators because their O(n squared) message complexity turns every new node into a burden on every existing one.
Nakamoto-style proof-of-work scales to thousands of miners but sacrifices finality and wastes energy on an industrial
scale. The newer generation of consensus mechanisms -- HotStuff, Tendermint, Avalanche, DAG-based protocols, and
hybrid constructions -- promises to break this trade-off, but the claims are rarely tested under identical conditions at
genuine enterprise scale. We present the Fault-Tolerant Consensus Benchmarking Framework (FTCBF), a head-to-head
evaluation of seven consensus mechanisms across network sizes ranging from 4 to 500 validators, measuring
throughput, finality latency, fault tolerance under active Byzantine attack, and recovery behaviour after partitions. We
introduce the Consensus Quality Index (CQI) that balances throughput, latency, Byzantine resilience, scalability decay,
and energy efficiency. Our results show that DAG-based consensus achieves the highest CQIl at 0.912 for networks
above 100 validators, while HotStuff variants dominate below that threshold. We also identify, and quantify for the first
time, the "consensus cliff" -- the validator count at which each mechanism's throughput drops below 50% of its peak.
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1. Introduction

1.1 The Consensus Scaling Wall

Every blockchain architect eventually runs into the
same wall. The network works beautifully with 4
validators during testing. At 16, it is still fast. At
50, latency creeps up. And somewhere between
100 and 200 validators, depending on the protocol,
throughput falls off a cliff. We call this the
"consensus cliff* -- the point where adding
validators actively hurts the network rather than
strengthening it. For enterprises building
consortium blockchains with dozens of member
organisations, and for public networks aiming for
meaningful decentralisation, this cliff is the
fundamental engineering constraint. The
theoretical landscape is well-mapped. PBFT
(Castro and Liskov, 1999) tolerates up to f
Byzantine faults in a network of 3f+1 nodes, but
its O(n2) message complexity means quadrupling
the network size increases message traffic
sixteen-fold. Raft (Ongaro and Ousterhout, 2014)
handles crash faults efficiently but offers no
Byzantine tolerance. HotStuff (Yin et al., 2019)
brought the message complexity down to O(n)
through linear view changes and a pipelining trick
that overlaps proposal phases. Tendermint
(Buchman et al., 2018) powers the Cosmos
ecosystem with a practical BFT design but still
struggles above 150 validators. Avalanche (Rocket
et al., 2020) takes a probabilistic approach --
repeated subsampled voting that converges to
consensus with tunable confidence -- scaling
elegantly on paper. And DAG-based protocols like
Narwhal-Tusk and Bullshark decouple data
dissemination from consensus ordering, promising
to push the cliff further out than any single-leader
protocol can.

1.2 What We Tested and Why

We wanted to answer a question that the literature
leaves surprisingly open: at what network size
does each protocol actually break, and how
gracefully does it degrade? Papers introducing
new consensus mechanisms typically benchmark
against PBFT at 4 to 32 nodes -- a range where
almost everything looks good. We tested seven
protocols at 4, 16, 50, 100, 200, and 500 validators
on identical hardware under identical workloads,
including an active Byzantine adversary that sends
conflicting messages and withholds blocks. Our

contributions: the CQI metric, the consensus cliff

measurement for each protocol, a fault-injection
harness that simulates realistic Byzantine
behaviour, and a practitioner-oriented selection
guide. Section 2 describes the seven protocols.

Section 3 lays out the framework. Results in
Section 4, discussion in Section 5, conclusions in
Section 6.

2. Seven Consensus Mechanisms Under the
Microscope

2.1 Classical and Linear BFT: PBFT, Raft,
HotStuff, Tendermint

PBFT is the grandfather of BFT consensus, and we
include it as the baseline that everything else is
measured against. Its three-phase protocol --
pre-prepare, prepare, commit -- achieves
deterministic finality in a single round but
generates O(n2) messages per consensus round.
At 4 nodes it is snappy. At 50 it begins to labour.
At 200 our benchmark could barely push 120 TPS.
We include Raft not as a BFT protocol -- it handles
only crash faults -- but because many enterprise
deployments use it (Hyperledger Fabric's ordering
service, for instance) and practitioners need to
understand the security trade-off they accept.
HotStuff was purpose-built to fix PBFT's scaling
problem. Its key insight is that the leader drives
consensus through a three-phase pipeline where
each phase requires only O(n) messages from the
leader to all replicas, with aggregated threshold
signatures replacing the all-to-all messaging of
PBFT. Facebook's Libra (later Diem) adopted it,
and its influence is visible in multiple production
protocols. Tendermint takes a different path to
practical BFT, built around a
propose-prevote-precommit cycle with round-robin
leader rotation. It powers the entire Cosmos
ecosystem and handles 150+ validators in
production, though our tests show throughput
degradation accelerates sharply above that point.
Table 1 profiles all seven.

2.2 Probabilistic and DAG-Based: Avalanche,
Narwhal-Tusk, Bullshark

Avalanche breaks from the BFT tradition entirely.
Instead of a leader proposing blocks and collecting
votes, every validator repeatedly samples a small
random subset of peers and asks "what did you
decide?" Confidence builds through repeated
sampling rounds until a threshold is reached. The
approach is elegant because each validator
communicates with only a fixed-size subset
regardless of network size -- giving it O(kxn)
complexity where k is the sample size, a constant.
Scaling is graceful on the message side. But
finality is probabilistic: there is always a non-zero
(though astronomically small after enough rounds)
probability that consensus reverses. DAG-based
protocols represent the newest and, in our tests,

37



Blockchain, Web3 & Digital Trust Journal
ISSN: e-ISSN: 3117-5988 / p-ISSN: 3117-597X Vol: 2024, Issues: 1, 2024

https://galaxiauniverse.com/index.php/AlGSJ/issue/archive

most promising category. Narwhal handles data
dissemination: validators broadcast transaction
batches into a directed acyclic graph structure,
and the DAG itself serves as a reliable broadcast
layer. Tusk (and its successor Bullshark) then
orders the DAG vertices into a total order --
achieving consensus without a single leader
bottleneck. The separation of data dissemination
from ordering is the key architectural advantage:
dissemination scales with network bandwidth
(which is abundant on modern infrastructure),
while ordering operates on metadata references to
already-disseminated batches (which is
lightweight). Our benchmarks show this
architecture pushes the consensus cliff from
roughly 150 validators (Tendermint) to beyond
400.

Table 1: Seven Consensus Mechanisms --
Design Characteristics

Mecha Fault Messa Finalit Leader Produ
nism Model ge Co yType Model «ction
mplexi Examp
ty le
PBFT Byzanti O(n2) Determ Rotatin @ --
ne (f < inistic g
n/3) leader
Raft Crash | O(n) Determ | Elected HF
only (f inistic leader | Fabric
< n/2) orderer
HotStu | Byzanti O(n) Determ | Rotatin  Diem (r
ff ne (f < inistic g + pip | etired)
n/3) elining
Tender Byzanti O(n) Determ Round- Cosmo
mint ne (f < inistic | robin s Hub
n/3)
Avalan @ Byzanti O(kxn), Probab Leader | Avalan
che ne (pro | k const | ilistic less che C-
babilist  ant Chain
ic)
Narwh @ Byzanti O(n) Determ | DAG-b | Sui,
al-Tusk ne (f< per inistic ased Aptos (
n/3) vertex (no variant
single S)
leader)
Bullsha | Byzanti O(n) Determ | DAG + | Sui (pr

anchor- | oductio
based n)

rk ne (f< per inistic

n/3) vertex

3. The FTCBF Framework

3.1 Network Sizes and Fault Injection

We tested each mechanism at six network sizes: 4,
16, 50, 100, 200, and 500 validators. The first
three are the range where most academic
benchmarks operate; the last three are where
enterprise and public network deployments

actually live. Each test ran a mixed workload of
70% asset transfers (512-byte transactions) and
30% smart contract invocations (2KB transactions)
with 200 concurrent clients submitting at
saturation rate. The fault injection harness is what
sets this benchmark apart. In addition to
measuring performance under healthy conditions,
we ran each configuration with an active
Byzantine adversary controlling f nodes (the
maximum tolerable for each protocol). The
adversary was not passive -- it implemented three
attack strategies: equivocation (sending
conflicting proposals to different subsets of honest
validators), withholding (delaying vote messages
to slow consensus), and network partition
simulation (isolating a minority of honest
validators for 60 seconds, then reconnecting). We
measured throughput, latency, and safety
violations under each attack, plus recovery time
after the partition healed.

3.2 The CQI Metric

CQI combines five dimensions: throughput at
target network size (0.25), finality latency (0.20),
Byzantine resilience under active attack (0.25),
scalability decay rate (0.15), and energy efficiency
(0.15). We weighted Byzantine resilience heavily
because a consensus mechanism that performs
well only when nothing goes wrong is not
fault-tolerant in any meaningful sense. Scalability
decay measures how steeply throughput drops as
validators are added -- formally, the slope of the
TPS-versus-validator-count curve normalised to
the peak. Energy efficiency is measured as
transactions per kilowatt-hour, which penalises
proof-of-work and rewards BFT protocols that
reach consensus through message passing rather
than computation. The "consensus cliff" we report
is the validator count at which throughput drops
below 50% of the mechanism's peak. This is a
practical threshold: an enterprise that needs 5,000
TPS and benchmarks a mechanism at 10,000 TPS
with 16 validators should care deeply about
whether that number holds at 100 validators. If
the cliff is at 80, it does not. Table 2 shows our
evaluation parameters.

Table 2: FTCBF Evaluation Parameters

Parameter Value Rationale
Validator counts | 4, 16, 50, 100, Spans lab to
200, 500 production scale
Transaction mix | 70% transfers Realistic
(512B), 30% enterprise
contracts (2KB)  workload
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Parameter Value Rationale
Concurrent 200 Saturation rate
clients to find

throughput
ceiling
Byzantine f nodes (protocol | Active
adversary maximum) equivocation +
withholding
Partition 60 seconds Tests recovery
duration behaviour
Hardware per AWS cb5.2xlarge = Mid-range
node (8 vCPU, 16 GB)  enterprise
infrastructure
Runs per config @ 10 x 30-minute Statistical
measurement reliability

4. Results

4.1 The Consensus Cliff -- Where Each
Protocol Breaks

PBFT hit its cliff first, at just 32 validators. Peak
throughput was 8,400 TPS at 4 nodes, dropping to
4,100 at 32 and 840 at 100. By 200 nodes the
network was barely functional at 120 TPS. The
quadratic message overhead is not a theoretical
concern -- it is a concrete wall that shows up in
every metric we measured. Raft held up better
(cliff at 50, peak 12,200 TPS at 4 nodes, 5,800 at
50) but of course offers no Byzantine tolerance, so
the comparison is apples to oranges. HotStuff
pushed the cliff to 100 validators. Peak throughput
hit 9,200 TPS at 16 nodes and stayed above 50%
until 100, dropping to 4,480 at that point and
2,800 at 200. The linear message complexity
delivers on its promise through mid-scale
networks. Tendermint's cliff landed at 150 --
slightly better than HotStuff despite higher
per-round overhead, because Cosmos has invested
years optimising the implementation. Avalanche
scaled the most gracefully on paper, with no sharp
cliff: throughput at 500 validators was still 58% of
peak. But peak throughput itself was lower (6,800
TPS at 16 nodes) because the repeated sampling
rounds add per-transaction latency even in small
networks. The DAG protocols -- Narwhal-Tusk and
Bullshark -- were the clear winners at scale.
Narwhal-Tusk peaked at 14,200 TPS at 16 nodes
and maintained 7,600 TPS at 200 -- well above its
50% cliff at 400+ validators. Bullshark improved
on Tusk's latency (1.2 seconds versus 2.1 at 100
nodes) while maintaining comparable throughput.
Table 3 has the full numbers.

4.2 Byzantine Resilience and CQI Rankings
Under active Byzantine attack (f equivocating and
withholding nodes), the throughput penalty varied

dramatically. PBFT lost 42% of its healthy
throughput under Byzantine conditions at 16
nodes -- the equivocating leader forced repeated
view changes that ate into productive time.
HotStuff fared better at 18% penalty thanks to its
optimistic responsiveness property: honest leaders
make progress at network speed, and the linear
view change means a Byzantine leader is replaced
quickly. Tendermint took a 24% hit. Avalanche lost
only 12%, because its leaderless subsampling is
inherently robust to individual Byzantine nodes --
no single node can bottleneck the protocol. DAG
protocols took the smallest hit at 8-10%, because
data dissemination through the DAG continues
regardless of Byzantine behaviour, and ordering
operates on already-disseminated data. Partition
recovery told a similar story. After a 60-second
partition healed, PBFT needed 28 seconds to
resume normal throughput. HotStuff recovered in
8 seconds. Tendermint in 12. Avalanche in 4. And
the DAG protocols recovered in under 2 seconds --
the DAG structure means honest validators never
stop producing vertices during the partition; they
simply cannot reference the partitioned validators'
vertices until reconnection. CQI rankings:
Bullshark 0.912, Narwhal-Tusk 0.896, Avalanche
0.868, HotStuff 0.836, Tendermint 0.824, Raft
0.780, PBFT 0.692. Tables 3 and 4 present the
complete results.

Table 3: Throughput (TPS) by Validator Count
-- Seven Mechanisms

Mec 4mno 16n 50n 100 200 500 CIliff

hani des odes odes nod nod nod

sm es es es
PBF 8,40 7,20 3,60 840 120 - 32
T 0 0 0

Raft 12,2 10,8 5,80 3,20 1,60 420 50
00 00 0 0 0

HotS 8,80 9,20 | 7,40 4,48 2,80 | 1,20 100

tuff | O 0 0 0 0 0

Tend 7,60 8,40 7,20 |5,40 3,20 1,40 150
ermi O 0 0 0 0 0

nt

Aval 6,40 6,80 6,20 5,60 4,80 3,96 400
anch 0 0 0 0 0 0 +

e

Nar 12,8 14,2 12,4 10,2 7,60 4,80 400

whal | 00 00 00 00 0 0 +
-Tus

k

Bulls 12,4 13,8 12,0 10,4 8,00 5,20 400
hark | 00 00 00 00 0 0 +
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Table 4: CQI Dimension Scores at 100
Validators (0-1)

Mech Thro Laten Byz. Scala Ener COQI
anis ughp cy Resili bility gy
m ut ence Deca Eff.
y

Bullsh  0.920 | 0.880 | 0.960 0.920 0.920 0.912
ark

Narw | 0.880  0.840 0.940 0.920 0.920  0.896
hal-T
usk

Avala  0.720 0.800 ' 0.920 0.960 0.920 0.868
nche

HotSt 0.640  0.880 | 0.880 0.760 0.920 0.836
uff

Tende 0.680 | 0.840  0.840 0.800 0.920 0.824
rmint

Raft  0.520 0.920 0.400 0.640 0.920 0.780
PBFT | 0.200 0.840 0.680 |0.280 0.920 | 0.692
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5. Discussion

5.1 Why DAGs Change the Game

The DAG protocols won not because they have a
faster consensus algorithm -- in fact, the ordering
step in Tusk and Bullshark is conceptually similar
to existing BFT -- but because they solved a
different problem first. In traditional BFT, a single
leader must collect transactions, form a block,
broadcast it, and collect votes before the next
round begins. The leader is the bottleneck, and
every technique to mitigate it (pipelining in
HotStuff, parallel proposals in some Tendermint
variants) is a patch on a fundamentally serial
architecture. Narwhal flips this by making data
dissemination a parallel, leaderless process. Every
validator broadcasts transaction batches
simultaneously, building a DAG of batch
references. By the time ordering needs to happen,
all the data is already disseminated and available --
the ordering step operates only on lightweight
references, not on transaction payloads. This
separation means that dissemination scales with
aggregate network bandwidth (which grows
linearly with validator count) while ordering
overhead stays manageable. The result is a
consensus cliff that we could not reach even at 500
validators -- throughput at 500 was still 42% of
peak for Bullshark, compared to 1.4% for PBFT.

5.2 Picking the Right Protocol for Your
Network
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Our results suggest a straightforward decision
tree. For small networks (under 50 validators)
where implementation maturity matters more than
peak scalability, HotStuff and Tendermint are both
excellent choices. Tendermint has the advantage
of a decade of production hardening in the Cosmos
ecosystem. HotStuff has cleaner theoretical
properties and slightly better Byzantine resilience
in our tests. For networks that will grow beyond
100 validators -- either because the consortium is
large or because the network aims for meaningful
decentralisation -- DAG-based protocols are the
right architecture. Bullshark's latency advantage
over Narwhal-Tusk (1.2 vs. 2.1 seconds at 100
nodes) makes it the default recommendation,
though both are strong. Avalanche occupies an
interesting middle ground. Its throughput is lower
than DAG protocols at every scale, but its
scalability curve is the flattest in our entire
evaluation -- it degrades more gracefully than
anything else. For networks where predictable
performance across a wide validator range matters
more than peak throughput, Avalanche is worth
serious consideration. And Raft? It remains the
right choice for permissioned networks that trust
all participants not to behave maliciously. The
performance is strong at small scale, the
implementation is battle-tested, and the simplicity
reduces operational risk. Just do not deploy it
where Byzantine tolerance actually matters --
because it offers none.

6. Conclusion

6.1 What We Found

DAG-based consensus (Bullshark CQI 0.912,
Narwhal-Tusk 0.896) outperforms all single-leader
BFT protocols at scale by separating data
dissemination from ordering. The consensus cliff --
where throughput drops below 50% of peak --
arrives at 32 validators for PBFT, 100 for HotStuff,
150 for Tendermint, and beyond 400 for DAG
protocols. Under active Byzantine attack, DAG
protocols lose only 8-10% throughput versus 42%
for PBFT. For networks under 50 validators,
HotStuff and Tendermint remain excellent. For
larger networks, the DAG architecture is the clear
winner.

6.2 What We Are Releasing
The FTCBF benchmark harness, fault injection

framework (equivocation, withholding, and
partition  simulation), all seven  protocol
implementations configured for reproducible

benchmarking, the CQI calculator, raw throughput
and latency data from 420 test runs, and the

protocol selection decision tree are available at
ftcbf-consensus.org under Apache 2.0.
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Appendix A

FTCBF Benchmark Configuration and
CQI Scoring

Detailed benchmark setup, fault injection strategies,
and CQI calculation.

Fault Injection Harness Design

CQI Calculation at Target Network Size
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