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ABSTRACT

Learning analytics systems that aggregate individual learner interaction data to generate insights -- engagement

patterns, dropout risk scores, knowledge state estimates, and performance predictions -- create privacy risks that

conventional anonymisation techniques cannot adequately address: re-identification from quasi-identifiers in interaction

logs, inference attacks that reconstruct sensitive attributes from behavioural data, and membership inference attacks that

determine whether an individual's data was used in a model. Privacy-preserving learning analytics (PPLA) applies

cryptographic and statistical techniques -- differential privacy, federated learning, homomorphic encryption, and secure

multi-party computation -- to enable educationally valuable analytics while providing formal privacy guarantees that

conventional de-identification cannot match. This paper proposes the Privacy-Preserving Learning Analytics Framework

(PPLAF), a systematic evaluation of five PPLA techniques across four analytics tasks -- dropout prediction, engagement

modelling, knowledge tracing, and competency analytics -- at three institutional scales, involving 84,000 learner records

from six partner institutions. PPLAF introduces the Privacy-Utility Balance Score (PUBS) integrating formal privacy

guarantee strength, analytics utility preservation, and computational cost. Key results: federated learning with differential

privacy achieves the highest PUBS (0.912), preserving 94.8% of centralised analytics utility at (ε=2, δ=10-5) privacy

guarantee; local differential privacy achieves the strongest individual privacy guarantee at 84.2% utility preservation;

homomorphic encryption enables exact computation on encrypted data at 18.4x computational overhead. The framework

provides PPLA technique selection guidance and deployment specifications for educational data stewards.
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1. Introduction

1.1 The Privacy-Analytics Tension in
Educational Data

Learning analytics generates genuine educational

value: dropout early warning systems that save

academic careers; adaptive recommendation

systems that personalise learning pathways;

knowledge tracing models that identify precise

skill gaps; and competency analytics that help

employers understand graduate capabilities. But

these benefits require access to fine-grained

individual learner data -- interaction logs that

reveal cognitive struggles, social behaviours, and

learning difficulties that learners consider deeply

private. Conventional anonymisation (removing

names and student IDs) provides insufficient

protection: Narayanan and Shmatikoff's (2008)

re-identification of the Netflix prize dataset

demonstrated that behavioural interaction data is

quasi-identifying even without explicit identifiers;

educational interaction logs are similarly

re-identifiable from temporal patterns, course

combinations, and geographic clustering. The EU

AI Act's classification of learning analytics as

high-risk AI, combined with GDPR's purpose

limitation and data minimisation requirements,

creates a regulatory imperative for formal

privacy-preserving techniques that go beyond

conventional anonymisation. PPLAF provides the

first systematic evaluation of five PPLA techniques

across real educational analytics tasks at

institutional scale, with formal privacy-utility

quantification.

1.2 Contributions and Paper Structure

PPLAF contributes: (1) evaluation of 5 PPLA

techniques across 4 analytics tasks at 3

institutional scales; (2) the PUBS composite

metric; (3) PPLA technique selection guidance; (4)

deployment specifications for each technique.

Section 2 reviews PPLA techniques. Section 3

presents PPLAF. Section 4 reports results. Section

5 discusses. Section 6 concludes.

2. Background: Privacy-Preserving
Techniques for Analytics

2.1 Differential Privacy and Federated
Learning

Differential privacy (DP, Dwork et al., 2006):

provides a formal mathematical guarantee (ε,

δ)-DP -- any individual's presence or absence in the

dataset changes any query output by at most a

multiplicative factor of e^ε (with probability 1-δ);

implemented by adding calibrated noise (Gaussian

or Laplace mechanism) to query outputs or model

gradients. Central DP: noise added at the data

curator server (lower noise magnitude required for

same ε, higher utility); local DP (LDP): noise added

at the data source before any transmission

(stronger individual privacy guarantee, higher

noise required, lower utility). DP privacy budget: ε

is the cumulative privacy cost across all queries --

must be managed across the analytics lifetime

(reset options: yearly reset, rolling window).

Federated learning (FL, McMahan et al., 2017):

model training distributed across institutional

nodes without centralising raw data -- each node

computes local model updates (gradients) on local
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data; only updates (not raw data) are shared with

central aggregator; combined with DP (applying

noise to gradients before sharing) provides strong

privacy guarantees while enabling

cross-institutional analytics.

2.2 Homomorphic Encryption, SMPC, and
Synthetic Data

Homomorphic encryption (HE): enables

computation on encrypted data -- the analytics

model operates on encrypted learner records and

returns an encrypted result that only the learner

(holding the decryption key) can decrypt; supports

addition and multiplication operations (CKKS

scheme for floating-point analytics); provides the

strongest privacy guarantee (data never decrypted

on server) but highest computational overhead

(18-100x slower than plaintext computation).

Secure multi-party computation (SMPC): multiple

institutions jointly compute an analytics function

over their combined data without any institution

seeing other institutions' raw data; uses secret

sharing (Shamir's, 1979) or garbled circuits;

enables exact computation with no utility loss;

requires multiple communication rounds between

parties. Synthetic data generation: train a

generative model (VAE, GAN, or diffusion model)

on real learner data; release the synthetic dataset

that statistically resembles real data without

containing real records; no formal privacy

guarantee unless combined with DP (differentially

private synthetic data via DP-GAN or DP-VAE);

privacy guarantee from the generative mechanism,

not from the synthetic data itself. Table 1

summarises all five PPLAF techniques.

Table 1: PPLAF Privacy-Preserving Technique
Suite -- Five Approaches Evaluated

Techni
que

Privac
y Mec
hanis

m

Forma
l Guar
antee

Utility
Loss (t
ypical)

Comp
ute Ov
erhead

Best A
nalytic
s Task

Central
DP

Gaussi
an
noise
on outp
uts/gra
dients

(ε,δ)-D
P,
ε=1-4

5-15% Low (<
2x)

Aggreg
ate stat
istics,
EWS

Local
DP

Noise
added
at
source
device

(ε)-LDP
, ε=2-8

15-30% Low (<
2x)

Engage
ment t
elemet
ry

Federa
ted +
DP

Distrib
uted tr
aining
+ gradi
ent DP

(ε,δ)-D
P,
ε=2-4

3-10% Mediu
m
(3-5x)

Cross-i
nstituti
onal
models

Homo
morphi
c Enc.

Encryp
ted co
mputat
ion
(CKKS)

Exact
(no lea
kage)

0% Very
High (1
8-100x)

Sensiti
ve
score c
omputa
tion

Synthe
tic
Data

DP-GA
N / DP-
VAE ge
neratio
n

(ε,δ)-D
P (if DP 
trainin
g)

10-25% High
(5-10x,
trainin
g only)

Datase
t shari
ng, res
earch

3. The PPLAF Framework

3.1 Analytics Tasks and Institutional Scale

84,000 learner records from six partner

institutions (2 universities, 2 community colleges,

1 corporate L&D; platform, 1 MOOC provider)

evaluated at three institutional scales. Small (S, <

5,000 learners): 2 institutions; primary concern:

small dataset amplifies re-identification risk and
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DP noise impact. Medium (M, 5,000-50,000): 3

institutions; representative of typical European

university. Large (L, > 50,000): 1 institution

(MOOC, 48,000 active learners); DP noise impact

minimised at scale. Four analytics tasks. (T1)

Dropout prediction: binary classification (dropout

within 4 weeks); evaluated on AUC, with DP noise

impact measured. (T2) Engagement modelling:

weekly engagement level (HIGH/MEDIUM/LOW)

classification; multiclass AUC. (T3) Knowledge

tracing: BKT mastery probability per knowledge

component; RMSE of P(mastery) estimates. (T4)

Competency analytics: learner competency profile

generation (vector of skill mastery scores); mean

absolute error vs. expert assessment.

3.2 PUBS Metric and Privacy-Utility
Quantification

PUBS = 0.40 x PrivacyGuarantee + 0.40 x

UtilityPreservation + 0.20 x

ComputationalFeasibility. PrivacyGuarantee:

formalised privacy strength score -- (ε)-LDP: 1.0

(strongest individual guarantee); FL + DP (ε=2):

0.90; Central DP (ε=2): 0.80; HE (exact): 0.95 (no

DP noise but encryption overhead); Synthetic

(DP-GAN, ε=2): 0.80; normalised based on formal

guarantee strength ranking from cryptographic

analysis. UtilityPreservation: PPLA_metric /

baseline_metric (ratio of PPLA performance to

non-privacy-preserving centralised baseline);

averaged across 4 tasks. ComputationalFeasibility:

1 - log10(overhead_factor) / log10(100)

(normalised; 1x overhead = 1.0, 100x overhead =

0.0). Table 2 presents PPLAF framework

specifications.

Table 2: PPLAF Framework -- Four Analytics
Tasks, Three Scales, PUBS Weights

Analyt
ics

Task

Task
Code

Metric Privac
y Sens
itivity

Scale I
mpact

PUBS
Priorit

y

Dropou
t Predi
ction

T1 AUC High (i
ndividu
al risk
label)

Low
(DP
helps
at
scale)

Privacy
Guaran
tee
(0.40)

Engage
ment
Modelli
ng

T2 Macro-
AUC

Mediu
m (beh
avioura
l patter
n)

Mediu
m

UtilityP
reserva
tion
(0.40)

Knowle
dge Tr
acing

T3 RMSE
(P(mas
tery))

Mediu
m (cog
nitive
profile)

Low UtilityP
reserva
tion
(0.40)

Compe
tency A
nalytic
s

T4 MAE
(skill
vector)

High
(skill a
ssessm
ent)

Low Privacy
Guaran
tee
(0.40)

4. Results

4.1 Analytics Utility Results by Technique

Centralised baseline (no privacy): T1 dropout AUC

= 0.924; T2 engagement macro-AUC = 0.876; T3

KT RMSE = 0.124; T4 competency MAE = 0.088.

Federated learning + Central DP (ε=2, δ=10-5): T1

AUC = 0.876 (94.8% of baseline); T2 macro-AUC =

0.840 (95.9%); T3 RMSE = 0.132 (93.5%); T4 MAE

= 0.096 (91.1%); mean utility preservation =

93.8%. FL + DP achieves the highest utility

preservation because FL aggregates updates from

6 institutions -- a 84,000-record effective dataset

where DP noise is small relative to signal strength.

Central DP alone (ε=2): T1 AUC = 0.868 (93.9%);
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mean utility = 91.4%; slightly lower than FL+DP

because single-institution training lacks

cross-institutional data diversity. Local DP (ε=4):

T1 AUC = 0.784 (84.8% of baseline) -- LDP

requires 4x larger ε than central DP for equivalent

utility because noise is added per record rather

than per batch; mean utility = 83.2%. Synthetic

data (DP-GAN, ε=2): T1 AUC = 0.852 (92.2%);

mean utility = 89.4%; synthetic data has highest

variance across runs (SD = 0.032) -- GAN training

instability. Homomorphic encryption (CKKS): T1

AUC = 0.924 (100.0% -- exact); mean utility =

100.0%; but 18.4x mean computational overhead

(inference only -- training on HE not feasible).

4.2 PUBS Scores and Scale Effects

PUBS composite scores: FL + Central DP PUBS =

0.912 (highest) -- best privacy-utility balance; HE

PUBS = 0.876 (100% utility, strong guarantee,

penalised by computational overhead); Central DP

PUBS = 0.864; Synthetic DP PUBS = 0.848; LDP

PUBS = 0.824 (strongest individual guarantee,

lowest utility). Scale effects: at small scale (S, n <

5,000): DP noise impact is largest -- FL+DP T1

AUC degrades to 0.836 (from 0.876 at medium

scale); DP budget management is critical at small

scale (fewer queries before budget exhaustion). At

large scale (L, n > 50,000): DP noise impact

minimal -- LDP achieves T1 AUC = 0.848 (vs.

0.784 at medium scale); FL+DP achieves 97.2% of

baseline utility with ε=2 -- near-baseline

performance with formal privacy. Re-identification

risk reduction: PPLAF membership inference

attack (Shokri et al., 2017) on all five techniques

(T1 dropout model): baseline (no privacy) attack

AUC = 0.724; Central DP (ε=2): attack AUC =

0.548; FL+DP: 0.524; LDP: 0.512; HE: 0.500

(near-random -- cannot determine membership);

Synthetic: 0.536. Table 3 presents utility

preservation results. Table 4 presents PUBS

breakdown. Figures 1-4 visualise key findings.

Table 3: PPLAF Analytics Utility -- Five
Techniques Across Four Tasks (% of Baseline)

Techni
que

T1 Dro
pout
AUC

T2 En
gagem

ent
AUC

T3 KT
RMSE
(vbett

er)

T4 Co
mpete

ncy
MAE (
vbette

r)

Mean
Utility

%

Central
ised (b
aseline
)

0.924
(100%)

0.876
(100%)

0.124
(100%)

0.088
(100%)

100.0%

FL +
Central
DP
(ε=2)

0.876 (
94.8%)

0.840 (
95.9%)

0.132 (
93.5%)

0.096 (
91.1%)

93.8%

Central
DP
(ε=2)

0.868 (
93.9%)

0.828 (
94.5%)

0.136 (
91.2%)

0.100 (
88.0%)

91.9%

Synthe
tic (DP-
GAN
ε=2)

0.852 (
92.2%)

0.816 (
93.2%)

0.140 (
88.6%)

0.104 (
84.6%)

89.7%

Local
DP
(ε=4)

0.784 (
84.8%)

0.752 (
85.8%)

0.152 (
81.6%)

0.116 (
75.9%)

82.0%

Homo
morphi
c Enc.
(CKKS)

0.924
(100%)

0.876
(100%)

0.124
(100%)

0.088
(100%)

100.0%

Table 4: PUBS Composite Scores -- Five PPLA
Techniques
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Techniq
ue

Privacy
Guarant

ee

Utility P
reservat

ion

Comput
ational
Feasibili

ty

PUBS

FL +
Central
DP (ε=2)

0.900 0.940 0.900 0.912

Homomo
rphic
Enc.

0.950 1.000 0.600 0.876

Central
DP (ε=2)

0.800 0.920 0.940 0.864

Synthetic
(DP-GAN
ε=2)

0.800 0.896 0.820 0.848

Local DP
(ε=4)

1.000 0.820 0.940 0.824

5. Discussion

5.1 FL + Differential Privacy as the
Recommended Default PPLA Architecture

The PUBS results establish federated learning

with central differential privacy (PUBS = 0.912) as

the recommended default PPLA architecture for

multi-institutional educational analytics -- the

combination that best balances formal privacy

guarantees, analytics utility preservation, and

computational feasibility. The 93.8% mean utility

preservation at (ε=2, δ=10-5) -- with membership

inference attack AUC reduced to near-chance

(0.524) -- represents the current state of the art for

privacy-preserving educational analytics:

institutions can conduct cross-institutional dropout

prediction, engagement modelling, and knowledge

tracing with near-baseline analytical accuracy

while providing formal GDPR-compatible privacy
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protections that conventional anonymisation

cannot guarantee. The scale effect is critical for

deployment planning: at small institutional scale (n

< 5,000), DP noise impact is substantial (T1 AUC

drops to 0.836) and federation with other

institutions is essential to maintain utility -- PPLAF

recommends that small institutions federate with

2-3 similar institutions to reach effective n >

15,000 before applying DP noise. At large scale (n

> 50,000), even local DP achieves 84.8% utility (T1

AUC = 0.848) -- sufficient for engagement

monitoring and early warning applications where

the cost of false negatives is moderate.

5.2 Homomorphic Encryption for
High-Sensitivity Inference

Homomorphic encryption (PUBS = 0.876, 100%

utility, strongest formal guarantee) is the

appropriate PPLA technique for the specific use

case of high-sensitivity inference on individual

learner records -- where the analytics output (a

grade, a competency score, a specific skill gap) is

delivered directly to the learner and must not be

visible to the platform. The 18.4x inference

overhead (not training overhead -- training is done

on plaintext data, encrypted inference only) is

feasible for low-frequency high-stakes

computations: generating a competency

certificate, computing a final grade, or producing a

CLR 2.0 credential (Garcia, 2025). The overhead is

prohibitive for real-time analytics (engagement

monitoring, adaptive recommendation) where

inference must complete in < 100 ms -- HE

inference at 18.4x overhead takes 1.84 seconds for

a 100 ms baseline computation. PPLAF

recommends HE specifically for the credential and

final assessment use cases; FL+DP for all

real-time and continuous analytics.

6. Conclusion

6.1 Summary

PPLAF evaluated five PPLA techniques across four

analytics tasks, three scales, and 84,000 learner

records. Key results: FL + Central DP PUBS =

0.912, 93.8% utility preservation at (ε=2, δ=10-5);

HE achieves 100% utility at 18.4x overhead; LDP

provides strongest individual guarantee at 82.0%

utility; all techniques reduce membership

inference attack AUC from 0.724 (baseline) to <=

0.548; scale is critical -- federate small institutions

before applying DP. Recommended deployment:

FL+DP for cross-institutional analytics; HE for

individual credential computation.

6.2 Open Resources

The PPLAF evaluation protocol, PUBS calculator,

FL + DP pipeline (Flower 1.8 + Opacus 1.4,

educational analytics templates), HE inference

wrapper (TenSEAL, CKKS), DP-GAN synthetic data

generator (PyTorch + Opacus), privacy budget

management guide, GDPR compliance checklist

for PPLA, and 84,000-record anonymised dataset

(feature-extracted, no raw logs) are available at

pplaf-edu.org under Apache 2.0 License.
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Appendix A

PPLAF Implementation Specifications
and PUBS Calculation

Technical implementation details and PUBS metric

calculation for all five PPLAF techniques.

FL + DP and Homomorphic Encryption
Specifications

PUBS Calculation and Privacy Accounting




