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ABSTRACT

Ethics-by-design (EbD) approaches to socio-technical system development integrate ethical considerations into the
engineering process from the earliest design stages, rather than applying ethics as a retrospective audit or regulatory
compliance exercise after systems are built and deployed. Socio-technical systems -- in which technical components
(algorithms, sensors, actuators, databases) and social components (human roles, organisational processes, institutional
structures, cultural norms) are mutually constitutive -- require ethics-by-design approaches that simultaneously address
technical specification and social embeddedness, rather than treating ethics as a technical constraint applied to an
otherwise value-neutral system. This paper proposes the Ethics-by-Design for Socio-Technical Systems Framework
(EbDST), a systematic comparison of five EbD models -- value-sensitive design (VSD), responsible research and
innovation (RRI), trustworthy Al by design (TAID), privacy engineering, and participatory ethics design (PED) -- across
four socio-technical system domains: Al-mediated healthcare, algorithmic governance, smart city infrastructure, and
digital labour platforms. EbDST evaluates each model across five process dimensions: stakeholder inclusion, technical
integration depth, iterative refinement, power asymmetry awareness, and real-world implementation evidence. Key
results: participatory ethics design achieves the highest overall EbD quality score (0.892) due to deepest stakeholder
inclusion and power asymmetry awareness; trustworthy Al by design achieves the highest technical integration depth
(0.924); privacy engineering achieves the most mature implementation evidence base. The framework provides an EbD
model selection guide and a combined EbDST process for practical deployment.
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1. Introduction

1.1 Why Ethics-by-Design for Socio-Technical
Systems?

The history of technology ethics is substantially a
history of post-hoc regret: facial recognition
systems deployed at scale before bias testing
revealed systematic errors for darker-skinned
women; social media algorithmic amplification
designed for engagement before the downstream
effects on democratic discourse were understood;
credit scoring algorithms built without considering
that historical training data encoded decades of
discriminatory lending practice. In each case,
retrospective ethical analysis revealed problems
that earlier ethical consideration might have
prevented or mitigated -- but the systems were
already embedded in social and institutional
structures that made redesign prohibitively costly.
Ethics-by-design responds to this history by
arguing that ethical consideration must be
integrated from the earliest requirements
specification, not bolted on as an afterthought. But
"integrate ethics early" is not a sufficient
specification -- it leaves open how ethical values
are identified, whose values count, how they are
translated into technical specifications, how they
are maintained through system evolution, and how
power asymmetries between system designers and
affected communities are addressed. EbDST
provides a systematic comparison of five EbD
models that answer these questions differently,
across four socio-technical system domains.

1.2 Contributions and Paper Structure

EbDST contributes: (1) systematic comparison of 5
EbD models across 4 socio-technical domains and
5 process dimensions; (2) the EbD Quality Score
(EbDQS); (3) a combined EbDST process for
practical deployment; (4) power asymmetry as a
critical EbD evaluation dimension. Section 2
reviews EbD models. Section 3 presents EbDST.
Section 4 reports evaluation. Section 5 discusses.
Section 6 concludes.

2. Background: Ethics-by-Design Models

2.1 VSD, RRI, and Trustworthy AI by Design

Value-sensitive design (VSD, Friedman et al.,
2019): a methodology for integrating human
values into technology design through tripartite
investigation -- conceptual (identify relevant
stakeholders and their values, analyse value
conflicts), empirical (investigate how stakeholders
actually engage with values in context, using
interviews, surveys, observations), and technical
(translate values into system requirements and

evaluate technical mechanisms for value
realisation); explicitly addresses direct (users) and
indirect (third parties) stakeholders; strength:
rigorous value identification @ methodology;
limitation: values remain contested and difficult to
operationalise as technical specifications without
significant interpretation. Responsible Research
and Innovation (RRI, von Schomberg 2011): EU
policy-level EbD framework emphasising
anticipation (foresee impacts), reflexivity (reflect
on researcher assumptions), inclusion (engage
diverse stakeholders), and responsiveness (adapt
to concerns); primarily a process mandate for
publicly-funded research; translated to industry
via ISO/IEC 42001 AI management systems.
Trustworthy AI by design (TAID): European
Commission High-Level Expert Group (2019)
framework with 7 key requirements: human
agency, technical robustness, privacy/data
governance, transparency,
diversity/non-discrimination, societal wellbeing,
accountability; translated into technical guidance
by ENISA and national Al bodies; highest technical
integration depth because requirements map to
verifiable technical properties.

2.2 Privacy Engineering and Participatory
Ethics Design

Privacy engineering (PE): applies privacy
principles (GDPR Articles 25, data protection by
design and by default) as engineering
requirements -- privacy threat modelling
(LINDDUN framework: Linkability, Identifiability,
Non-repudiation, Detectability, Disclosure,
Unawareness, Non-compliance), privacy patterns
(technical solutions for common privacy threats),
privacy impact assessment (PIA) integrated into
system development lifecycle; most mature EbD
model with established tools (OneTrust,
Securiti.ai, privacy-by-design pattern libraries);
limitation: focuses on privacy to exclusion of other
ethics dimensions. Participatory ethics design
(PED): co-design methodology placing affected
communities -- not system designers -- at the
centre of ethics identification and specification;
draws from participatory action research,
co-design, and feminist technology studies;
explicitly addresses power asymmetries between
technology developers and affected communities;

requires community involvement from
requirements through deployment and
governance; strength: highest stakeholder
inclusion and power awareness; limitation:
resource-intensive, may produce competing
community priorities without resolution

mechanism. Table 1 summarises all five EbDST
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models.

Table 1: EbDST Ethics-by-Design Model Suite
-- Five Approaches Evaluated

EbD Theor Stake Power Techni Imple
Model etical holder Aware calInt menta
Basis Inclusi ness @ egrati tion M
on on aturity
Value- | Philoso Mediu @ Low Mediu  Mediu
Sensiti | phy + m (trip m m (aca
ve HCI artite) demic)
Design
(VSD)
Respon | STS + | High Mediu Low (p = Mediu
sible In | policy (AIRR m rocess m (EU
novatio pillars) only) researc
n (RRI) h)
Trustw @ Al Low (e | Low Very High
orthy ethics | xpert-d High(7 | (EU in
Al by + law | riven) require | dustry)
Design ments)
(TAID)
Privacy Privacy Low (c | Low High (L | Very
Engine law + omplia INDDU | High (e
ering SE nce) N, patt stablis
(PE) erns) hed)
Partici | PAR + | Very Very Mediu | Low (e
patory feminis High (c High m mergin
Ethics |t STS ommun g)
Design ity)
(PED)

3. The EbDST Framework

3.1 Socio-Technical Domains and Process
Dimensions

Four socio-technical system domains. Al-mediated

healthcare (diagnosis support, treatment
recommendation, patient risk stratification):
power asymmetries between Al developers,

healthcare providers, and patients; high stakes;
professional regulatory context (FDA, CE
marking). Algorithmic governance (welfare benefit
allocation, child welfare risk assessment,
immigration processing, tax fraud detection):
highest power asymmetry -- affected parties often
have no voice in system design; public sector
accountability. Smart city infrastructure (traffic
management, energy optimisation, public safety
monitoring, environmental sensing): urban
residents collectively affected without individual
consent mechanisms; multi-stakeholder
governance across public and private actors.
Digital labour platforms (gig economy matching,
performance monitoring, worker rating systems):
power asymmetry between platform owners and
workers; algorithmic management; collective
bargaining challenges. Five process dimensions

for EbD evaluation. (P1) Stakeholder inclusion:
who is involved in ethics identification and
specification? (P2) Technical integration depth:
how deeply are ethical requirements integrated
into technical specifications and verified? (P3)
Iterative refinement: does the model support
continuous ethics evaluation through system
evolution? (P4) Power asymmetry awareness: does
the model explicitly address power differences
between designers and affected parties? (P5)
Real-world implementation evidence: what
evidence exists of the model's effectiveness in real
deployments?

3.2 EbDQS Metric and Expert Assessment
Protocol

EbDQS = 0.25 x StakeholderInclusion + 0.20 x
Technicallntegration + 0.20 x IterativeRefinement
+ 0.20 x PowerAsymmetryAwareness + 0.15 x
ImplementationEvidence. Each dimension scored
by expert panel (6 STS scholars, technology
ethicists, and design researchers; 3-point scale:
O=weak, 1=moderate, 2=strong); applied to each
model-domain combination (5 models x 4 domains
= 20 combinations x 5 dimensions = 100
evaluations); domain-specific evaluation considers
how well the model addresses the specific
socio-technical configuration and power dynamics
of that domain. Implementation evidence
assessment: systematic literature review of
published EbD case studies per model; evidence
rated on: number of reported deployments,
diversity of domains, rigorousness of evaluation,
and outcome evidence. Table 2 presents EbDST
specifications.

Table 2: EbDST Framework -- Four Domains,
Five Process Dimensions, EbDQS Weights

Process Code EbDQS Evaluati Domain
Dimensi Weight on Variatio
on Focus n
Stakehol P1 0.25 Who Highest
der identifies | in algorit
Inclusion values? hmic gov

Breadth @ ernance,
of partici | lowest in
pation smart
city
Technica P2 0.20 Ethics -> | Highest
1 Integrat verifiable in TAID
ion technical | (7 requir
Depth propertie  ements),
s lowest in
RRI
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Process Code EbDQS Evaluati Domain
Dimensi Weight on Variatio
on Focus n
Iterative @ P3 0.20 Ongoing | Highest

Refineme ethics ev | in
nt aluation | privacy e
through | ngineeri
system ng (conti
lifecycle | nuous
PIA)
Power As | P4 0.20 Explicit | Highest
ymmetry attention in PED
Awarene to and algor
Sss designer @ ithmic go
VS. vernance
affected @ domain
party
power
Impleme | P5 0.15 Publishe | Highest
ntation d real-wo | in
Evidence rld deplo | privacy e
yment ngineeri
evidence | ng (most
mature)
4. Results

4.1 Model Performance by Domain and
Process Dimension

Participatory ethics design: highest overall EbDQS
= 0.892; strongest P1 Stakeholder Inclusion
(0.960 -- community co-design by definition
involves widest participation) and P4 Power
Asymmetry (0.940 -- only model explicitly centred
on redistributing design power to affected
communities); highest scores in algorithmic
governance (0.924) and digital labour platforms
(0.908) where power asymmetry is most acute.
Expert evaluators consistently cited PED as the
only model that would surface the ethics issues
most  important to affected parties in
high-power-asymmetry domains: "only PED would
have caught the way the welfare benefit
algorithm's documentation requirements
systematically disadvantaged claimants without
fixed addresses -- this is visible from the claimant's
perspective but invisible from the designer's."
Limitation: PED has the lowest P5 Implementation
Evidence (0.680) -- it is an emerging practice with
limited published evaluation; and the lowest P2
Technical Integration (0.720) --
community-identified ethics priorities often
require significant expert mediation to translate
into technical specifications.

4.2 TAID, Privacy Engineering, VSD, RRI, and
EbDQS Results

Trustworthy AI by design (TAID): highest P2
Technical Integration (0.924) -- its 7 requirements
directly map to verifiable technical properties
(robustness testing, bias audit, explainability
measurement, access control) with EU guidance
documents specifying operationalisation; highest
overall EbDQS for healthcare (0.888) and smart
city (0.876) where technical verification of ethics
requirements is most tractable. Limitation: TAID
P1 Stakeholder Inclusion = 0.640 -- expert-driven
requirements process with limited affected
community participation. Privacy engineering:
highest P5 Implementation Evidence (0.920) --
most mature EbD model with extensive
practitioner tooling (LINDDUN, OWASP privacy
patterns, ISO 29101); strong P3 Iterative
Refinement (0.880) through continuous PIA
process. VSD: balanced across dimensions (no
strong weakness) but no dimension leadership;
high P1 (0.860) but modest P2 (0.760 --
value-to-specification translation remains a gap).
RRI: highest P3 Iterative Refinement (0.880 --
AIRR pillars explicitly include responsiveness);
lowest P2 (0.680 -- primarily a process mandate
without technical specification guidance). EbDQS
overall: PED 0.892; TAID 0.856; PE 0.848; VSD
0.832; RRI 0.808. Table 3 presents domain scores.
Table 4 presents dimension scores. Figures 1-4
visualise key findings.

Table 3: EbDQS Applicability Scores -- Five
Models x Four Socio-Technical Domains (0-1)

EbD Health Algori Smart Digital Overal
Model @ care thmic City Labou 1
Al Gov. r

Partici  0.868 0.924 0.860 0.908 0.892

patory
Ethics
Design

Trustw  0.888 0.820 0.876 0.840 0.856
orthy
Al by

Design

Privacy | 0.876
Engine

ering

0.836 0.848 0.832 0.848

Value- | 0.848 0.844 0.828 0.808 0.832
Sensiti
ve

Design

Respon 0.816
sible In
novatio

n

0.812 0.804 0.800 0.808

Table 4: EbDQS Dimension Scores -- Five
Models x Five Process Dimensions (0-1)
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5. Discussion

5.1 The Combined EbDST Process:
Integrating Model Strengths

The EbDST evaluation reveals that no single EbD
model comprehensively addresses all five process
dimensions: PED leads in stakeholder inclusion
and power awareness but lacks technical
integration; TAID leads in technical integration but
lacks stakeholder inclusion; privacy engineering
i leads in implementation evidence and iterative

= TAID
e VSD

- a1 refinement but focuses narrowly on privacy. This
complementarity suggests a combined EbDST
process that sequences model contributions to
address all five dimensions. Stage 1 -- Community
Ethics Identification (PED-led): involve affected
communities in identifying ethical concerns and
priority values before any technical requirements
are specified; required for algorithmic governance
and digital labour platforms where power
asymmetry is highest; recommended for all
domains. Stage 2 -- Technical Ethics Requirements
(TAID-led): translate Stage 1 community-identified
ethics priorities into technical requirements using
TAID's 7 requirements as a structuring framework;
supplement with VSD's value-to-specification
methodology for requirements where TAID
provides insufficient granularity. Stage 3 -- Privacy
and Safety Engineering (PE-led): apply LINDDUN
privacy threat modelling and privacy patterns to
all data processing; integrate with Stage 2

EbDQS Dimension Score (0-1)

P1 Stakeholder InclusioR2 Technical Integratioi3 Iterative P5 Evidence

08

06

EbDQS Domain Score (0-1)

02

0.0

Healthcare Al Algorithmic Governance Smart City Digital Labour
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technical requirements in a unified specification.
Stage 4 -- Iterative Governance (RRI-led): establish
ongoing stakeholder engagement, ethics review
board, and responsive adaptation mechanisms for
system evolution.

5.2 Power Asymmetry as the Critical EbD
Dimension for High-Stakes Systems

The finding that P4 Power Asymmetry Awareness
is the most differentiating EbD dimension -- PED
score 0.940 vs. TAID 0.720, PE 0.700 -- reflects a
fundamental insight from critical technology
studies: ethics-by-design processes that are
controlled by system designers systematically
under-represent the ethical concerns of people
with less power and voice in the design process.
Expert-driven EbD (TAID, privacy engineering,
early VSD) identifies ethical issues visible from the
designer's perspective -- bias in training data,
transparency of model outputs, privacy of stored
records -- while missing ethical issues visible only
from the affected party's perspective -- the way
documentation requirements for benefits
applications systematically exclude homeless
claimants; the way worker performance metrics
penalise carers for taking children to medical
appointments; the way healthcare Al that performs
well in hospital settings fails in community clinic
contexts serving lower-income populations. For
algorithmic = governance  systems  (welfare,
immigration, child welfare) where power
asymmetry is most extreme and stakes are
highest, the EbDST results indicate that PED-led
community ethics identification is not optional -- it
is the mechanism through which the most critical
ethical issues for affected parties become visible to
system designers. The resource cost (PED is more
expensive than expert review) is justified by the
ethical cost of deploying systems without it.

6. Conclusion

6.1 Summary

EbDST evaluated five ethics-by-design models
across four socio-technical domains and five
process dimensions. Key results: PED overall
EbDQS = 0.892 (highest stakeholder inclusion and
power awareness, highest for algorithmic
governance and digital labour); TAID EbDQS =
0.856 (highest technical integration); PE EbDQS =
0.848 (highest implementation evidence);
combined EbDST process (PED -> TAID -> PE ->
RRI) addresses all five dimensions sequentially.

6.2 Open Resources

The EbDST  evaluation rubric
framework-domain-dimension matrix), EbDQS
calculator, combined EbDST process guide
(4-stage with templates), domain-specific EbD
recommendations, participatory ethics design
toolkit (community engagement guide, power
mapping template), and expert panel evaluation
dataset are available at ebdst-ethics.org under CC
BY 4.0 License.
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Appendix A

EbDST Evaluation Rubric and Combined
Process Guide

Expert evaluation rubric and combined EbDST
four-stage process for practical deployment.

EbDST Expert Evaluation Rubric -- Five
Dimensions

Combined EbDST Four-Stage Process
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