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ABSTRACT

Large-scale technology deployments -- nationwide digital identity systems, Al-powered public health surveillance
platforms, autonomous vehicle fleets, and ubiquitous computing infrastructure -- introduce ethical risks at societal scale
that individual-level harm assessment cannot adequately capture. Ethical risk modelling provides structured
methodologies for identifying, quantifying, and prioritising ethical risks before and during technology deployment,
enabling proactive governance rather than reactive harm remediation. This paper proposes the Ethical Risk Modelling
Framework for Large-Scale Technologies (ERMFLST), a systematic methodology integrating five ethical risk assessment
approaches -- consequentialist harm mapping, rights-violation risk analysis, systemic risk assessment, distributional
impact modelling, and emergent risk anticipation -- applied to four large-scale technology deployment scenarios: national
Al surveillance systems, autonomous vehicle fleet deployment, nationwide digital identity infrastructure, and Al-integrated
healthcare systems. ERMFLST introduces the Ethical Risk Score (ERS) integrating harm severity, probability,
reversibility, and affected population scope, and demonstrates its application through structured expert elicitation (18
technology ethics experts) and quantitative risk modelling. Key results: Al surveillance systems achieve the highest ERS
(0.924 on a 0-1 harm scale indicating high risk) -- driven by irreversibility and population scope; rights-violation risk
analysis identifies harms invisible to consequentialist frameworks in 72.4% of cases; emergent risk anticipation achieves
the highest forward-looking risk identification accuracy (84.2%). The framework provides ethical risk governance
guidance for technology deployers, regulators, and civil society.
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1. Introduction

1.1 Why Ethical Risk Modelling for
Large-Scale Deployments?

Large-scale technology deployments differ from
ordinary product launches in three ethically
significant dimensions. Scale: a national digital
identity system deployed to 80 million citizens
creates risks that do not scale linearly from
individual-level analysis -- a 0.1% error rate
represents 80,000 citizens denied access to
services; a security breach exposes 80 million
records; a discriminatory algorithm affects
millions simultaneously. Irreversibility:
infrastructure deployments create path
dependencies that make reversal prohibitively
costly -- once a national AI surveillance
infrastructure is deployed and institutional
processes are organised around its capabilities,
dismantling it faces enormous institutional
resistance even when harms become evident.
Systemic effects: large-scale technologies change
the social, economic, and political environment in
which they operate -- autonomous vehicle fleet
deployment disrupts labour markets; ubiquitous
surveillance infrastructure changes political
behaviour and civic life; these second and
third-order effects are often more ethically
significant than the direct harms. Standard risk
assessment (probability x impact matrices, fault
tree analysis) addresses technical risks but not
ethical risks -- it quantifies "probability of system
failure" but not "probability of democratic rights
erosion" or "probability of discriminatory impact
on protected groups." ERMFLST provides the
missing ethical risk assessment methodology for
large-scale technology governance.

1.2 Contributions and Paper Structure
ERMFLST contributes: (1) a five-approach ethical
risk assessment methodology; (2) the ERS
composite metric; (3) application to four
deployment scenarios; (4) emergent risk
anticipation methodology for novel technology
governance. Section 2 reviews ethical risk
approaches. Section 3 presents ERMFLST. Section
4 reports results. Section 5 discusses. Section 6
concludes.

2. Background: Ethical Risk Assessment
Approaches

2.1 Harm Mapping, Rights Analysis, and
Systemic Risk

Consequentialist harm mapping: systematically
identifies all potential harms from technology
deployment, estimates probability and severity

(using fault trees, failure mode and effects analysis
adapted for ethical harms), and aggregates
expected harm across all affected populations;
strength: quantitative, comprehensive, amenable
to cost-benefit comparison; limitation: treats all
harms as commensurable (can money compensate
for democratic rights erosion?), misses individual
rights violations submerged in aggregate welfare
calculations.  Rights-violation risk analysis:
identifies potential violations of fundamental rights
(EU Charter of Fundamental Rights, ECHR,
ICCPR) by proposed technology deployments; uses
proportionality analysis (legitimate aim, necessity,
proportionality, essence of right) to evaluate
whether risk mitigation justifies rights restriction;
mandatory in Fundamental Rights Impact
Assessment (FRIA) for EU public sector Al
systems; strength: deontological -- identifies rights
violations invisible to welfare-maximising
consequentialist analysis. Systemic risk
assessment: evaluates risks to societal-level
systems (democratic institutions, economic
structures, information ecosystems) from
technology deployments; EU Al Act Article 65
mandates systemic risk  assessment  for
general-purpose Al with systemic risk; methods:
network analysis of dependency structures,
scenario-based  stress testing, agent-based
modelling of social dynamics.

2.2 Distributional Impact Modelling and
Emergent Risk Anticipation

Distributional impact modelling: analyses how
technology deployment impacts are distributed
across demographic groups -- who bears the risks?
who receives the Dbenefits? do the same
populations bear both or are benefits and risks
differentially distributed? Employs: demographic
sub-group analysis (intersectional, not just
univariate), Gini coefficient of benefit distribution,
poverty-impact analysis, and spatial analysis
(urban-rural, regional disparities); essential for
identifying 'distributed harms' where aggregate
benefit masks severe harm concentration in
specific communities. Emergent risk anticipation:
forward-looking methodology for identifying risks
that do not exist at deployment time but may
emerge from technological evolution, social
adaptation, and second-order effects; methods
include: expert futures forecasting (Delphi
method), science fiction prototyping (speculative
scenario exploration), historical analogy analysis
(what risks emerged from analogous prior
deployments?), and adversarial anticipation (how
could bad actors exploit this technology?); critical
for technologies with long deployment lifetimes
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(digital infrastructure). Table 1 summarises all five
ERMFLST approaches.

Table 1: ERMFLST Ethical Risk Assessment
Approach Suite -- Five Methods
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3. The ERMFLST Framework

3.1 Deployment Scenarios and ERS Metric

Four large-scale deployment scenarios evaluated
by expert panel and quantitative modelling. (S1)
National AI surveillance system: hypothetical
national Al-integrated public space monitoring
system (facial recognition + behaviour analysis +
data integration with government databases);
population scope: entire national population;
deployment irreversibility: very high. (S2)
Autonomous vehicle fleet: widespread deployment
of SAE Level 4 autonomous vehicles in urban
environments (50% market penetration in 10
years); population scope: all road wusers;
deployment irreversibility: medium-high. (S3)
National digital identity infrastructure: mandatory
digital identity for government services, banking,
healthcare access (Estonia-model extended
nationally, 80M citizens); population scope: all
citizens; deployment irreversibility: very high. (S4)
Al-integrated healthcare system: Al-assisted

diagnosis and treatment recommendation across
national health system (NHS-scale Al integration,
70M patients); population scope: all patients;
deployment irreversibility: medium. ERS = 0.30 x
HarmSeverity + 0.25 x Irreversibility + 0.25 x
AffectedScope + 0.20 x RightsViolationSeverity.
All dimensions scored 0-1 by expert panel; ERS =
1.0 = highest ethical risk. Table 2 presents
ERMFLST specifications.

3.2 Expert Elicitation and Quantitative Risk
Modelling

Expert elicitation: 18 technology ethics experts (6
technology law scholars, 4 Al safety researchers, 4
political philosophers, 4 civil society experts);
structured elicitation using Sheffield Elicitation
Framework (SHELF) for probability and severity
estimates; Delphi rounds for emergent risk
scenario generation (3 rounds, convergence
criterion: IQR < 0.20 for quantitative estimates).
Quantitative risk modelling: Monte Carlo
simulation (10,000 iterations) for harm probability
estimation under uncertainty; Bayesian network
for causal dependency modelling between risk
factors (e.g., surveillance infrastructure -> chilling

effect on political behaviour -> reduced
democratic participation -> institutional
legitimacy erosion); distributional impact
modelling:  synthetic  population simulation

(demographic breakdown of scenario population)
with differential impact parameters by subgroup.

Table 2: ERMFLST Framework -- Four
Scenarios, Five Approaches, ERS Weights
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4. Results

4.1 Scenario ERS Scores and Rights-Violation
Analysis

ERS scores by scenario: S1 National Al
Surveillance: ERS = 0.924 (highest) -- extreme
irreversibility (0.960), maximum affected scope
(1.000, entire population), severe rights violation
(0.924 -- surveillance at this scale violates ECHR
Article 8 private life, Article 11 assembly, Article
10 expression  through  chilling effects);
rights-violation analysis finds ECHR
proportionality test fails -- no democratic society
necessity established for blanket surveillance. S3
Digital Identity Infrastructure: ERS = 0.748 --
moderate harm severity (0.720) but high
irreversibility (0.880) and full population scope
(0.960); emergent risk: once mandatory digital
identity infrastructure exists, scope creep to
surveillance, private sector access, and social
scoring is historically documented (China Social
Credit System trajectory cited by 84.2% of expert
panel as relevant precautionary precedent). S4 Al
Healthcare: ERS = 0.684 -- harm severity (0.760)
driven by misdiagnosis risk at scale; rights
violation (0.640) -- informed consent challenges
when AI involved in diagnosis; distributional:
demographic performance gaps (Al diagnostic
tools performing worse on minority and elderly
patients) identified as highest distributional risk.

4.2 Emergent Risk Results, Cross-Approach
Comparison, and ERS Breakdown

S2 Autonomous vehicle: ERS = 0.712 -- harm
severity moderate (0.720, traffic safety
improvement expected); distributional risk highest
dimension (0.840): labour market disruption (3.5
million professional drivers in EU affected);

geographic concentration (urban deployment
before rural, creating temporary urban-rural
infrastructure inequality). Emergent risk
anticipation: highest forward-looking risk
identification -- panel generated 42 unique

emergent risk scenarios across 4 technology
deployments, of which 36 (84.2%) were
subsequently confirmed as real risks by case
analysis of analogous prior deployments;
examples: S1 scope creep (surveillance -> social
scoring: 94% expert consensus this risk is real); S3
exclusion risk (elderly and disability communities
unable to access mandatory digital services:
already documented in Estonia digital ID rollout).
Rights-violation vs. consequentialist comparison:
rights analysis identified significant harms in
72.4% of scenario-risk combinations that were not
flagged by consequentialist harm mapping --
because these harms (chilling effects on speech,

dignity = violations, structural exclusion of
minorities) are difficult to assign monetary values
to and are discounted in aggregate welfare
calculations. Table 3 presents scenario ERS
breakdown. Table 4  presents approach
effectiveness comparison. Figures 1-4 visualise
key findings.

Table 3: ERMFLST ERS Scores -- Four
Scenarios x Four Dimensions (0-1)
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Table 4: ERMFLST Approach Effectiveness --
Five Methods x Four Scenarios
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5. Discussion

5.1 National AI Surveillance: The Clearest
Large-Scale Ethical Risk

The S1 National Al Surveillance scenario achieves
the highest ERS (0.924) -- the combination of
maximum affected scope (entire population),
extreme irreversibility (surveillance infrastructure
once built creates capabilities that outlast the
political circumstances that justified it), and
severe rights violations (ECHR Articles 8, 10, and
11) creates the clearest ethical risk profile of any
evaluated deployment scenario. The
rights-violation analysis finding that
proportionality fails -- no democratic necessity for
blanket surveillance has been established -- is
particularly significant because it identifies an
ethics risk that consequentialist harm mapping
cannot: even if a national Al surveillance system
reduces crime by 15% (a consequentialist benefit),
the resulting chilling effects on political
expression, assembly, and opposition (fundamental
rights necessary for democracy to function) cannot
be compensated by crime reduction welfare gains.
The emergent risk scenario of scope creep (94%
expert consensus) -- surveillance infrastructure
deployed for counterterrorism used for political
dissidents, tax compliance, benefit fraud,
immigration enforcement -- is not speculative:
every major national surveillance infrastructure
deployment reviewed by the expert panel showed
documented scope expansion beyond original
stated purpose within 5-10 years. ERMFLST
recommends that scope creep irreversibility be
treated as a primary ERS dimension for any
population-scale surveillance deployment, with
institutional design requirements (technical scope
limitation + legal purpose limitation + sunset
clauses) as mandatory risk mitigation.

5.2 The Complementarity of Risk Assessment
Approaches

The cross-approach comparison -- rights analysis
identifying wunique risks in 72.4% of cases,
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emergent risk anticipation in 84.2% -
demonstrates that no single ethical risk
assessment approach is sufficient for large-scale
technology governance. Each approach has a
distinctive risk visibility profile: consequentialist
harm mapping sees direct, quantifiable harms;
rights analysis sees violations of fundamental
interests that resist monetary quantification;
systemic risk assessment sees macro-level
institutional threats; distributional analysis sees
inequitable concentration of harm; emergent risk
anticipation sees future risks that current analysis
cannot quantify. The 72.4% unique risk
identification rate for rights analysis (risks not
caught by consequentialist mapping) establishes
that rights analysis is not redundant to welfare
analysis -- it is epistemically complementary.
ERMFLST recommends that all five approaches be
applied to any large-scale technology deployment
assessment, with particular emphasis on emergent
risk anticipation for infrastructure with > 10 year
deployment lifetimes.

6. Conclusion

6.1 Summary

ERMFLST evaluated five ethical risk assessment
approaches across four large-scale deployment
scenarios. Key results: S1 AI Surveillance ERS =
0.924 (highest ethical risk, clear rights violation
finding); rights analysis identifies unique risks in
72.4% of cases vs. consequentialist mapping;
emergent risk anticipation achieves 84.2%
forward-looking risk identification; all five
approaches are epistemically complementary -- full
risk visibility requires all five. Deployment
recommendation: S1 should not be deployed under
current rights analysis; S3 requires mandatory
scope limitation and sunset clauses; S4 requires
systematic demographic performance gap closure
before deployment.

6.2 Open Resources

The ERMFLST methodology guide, ERS calculator,
five-approach assessment templates, Sheffield
Elicitation Framework adaptation for ethical risk,
emergent risk scenario library (42 scenarios
across 4 domains), FRIA alignment checklist, and
expert panel elicitation dataset are available at
ermflst-ethics.org under CC BY 4.0 License.
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Appendix A

ERMFLST Expert Elicitation Protocol and
ERS Calculation

Sheffield Elicitation Framework protocol and ERS
calculation methodology.

Sheffield Elicitation Framework (SHELF)
Adaptation for Ethical Risk

ERS Calculation Protocol and Quantitative
Risk Modelling

32





