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ABSTRACT

Large-scale data collection systems -- national health databases, smart city 10T platforms, genomic biobanks, and
population-wide digital public services -- aggregate data from millions of individuals over extended periods, creating
governance challenges that individual consent frameworks cannot adequately address. Ethical data governance models
for these systems must balance the collective value of large-scale data (disease surveillance, urban planning, scientific
discovery) against individual privacy rights, prevent mission creep, and ensure equitable access to data-derived benefits.
This paper proposes the Ethical Data Governance Framework (EDGF), evaluating five governance models -- individual
consent, collective consent, data trust, public interest oversight, and participatory data governance -- across four
large-scale collection domains: national health data, smart city loT, genomic biobanks, and public sector data. EDGF
introduces the Data Governance Ethics Score (DGES) integrating individual rights protection, collective benefit
maximisation, accountability, and equitable access. Key results: participatory data governance achieves the highest
DGES (0.888); data trusts achieve the best balance of individual rights and collective benefit (0.872); individual consent
alone achieves the lowest collective benefit score (0.480) across all domains. The framework provides governance

model selection guidance for ethical large-scale data stewardship.
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1. Introduction

1.1 The Large-Scale Data Governance

Challenge

Large-scale data collection creates a fundamental
governance dilemma: the scientific and social
value of population-wide datasets -- identifying
pandemic spread patterns, optimising wurban
infrastructure, discovering genetic disease
markers -- depends on comprehensive coverage
that individual opt-in consent cannot achieve; yet
the privacy risks and power asymmetries created
by large-scale collection demand robust individual
rights protections that blanket collective
authorisation cannot provide. The COVID-19
pandemic illustrated both dimensions: contact
tracing apps that protected individual privacy
through decentralised architecture (DP-3T
protocol) achieved lower adoption and public

health utility than centralised systems; while

centralised systems raised  proportionality
concerns that depressed adoption in
rights-conscious  populations.  Neither pure

individual consent nor pure collective
authorisation produced optimal outcomes --
demonstrating the need for governance models

that can navigate this tension more effectively.

1.2 Contributions and Paper Structure

EDGF contributes: (1) evaluation of 5 governance
models across 4 large-scale data domains; (2) the
DGES composite metric; (3) data trusts and
participatory governance as complementary
recommended models; (4) equitable access as a
Section 2

neglected governance dimension.

reviews governance models. Section 3 presents
EDGF. Section 4 reports results. Section 5

discusses. Section 6 concludes.

2. Background: Data Governance Models

2.1 Individual Consent, Collective Consent,

and Data Trusts
Individual consent: GDPR-standard informed,
specific, freely given consent for each processing
purpose; operationally impossible for large-scale
systems (re-consent for each new research
purpose requires repeated contact with millions of
participants); systematically biases datasets
toward health-conscious, digitally engaged, and
higher-SES participants (consent rate disparities);
creates "consent fatigue" that undermines the
quality of consent decisions. Collective consent
(dynamic consent, broad consent with oversight):
participants consent to a governance structure
rather than each individual use; representatives
negotiate terms of data use on behalf of the
community; used in UK Biobank, Estonian
Biobank; strength: enables large-scale collection;
limitation: collective agreement may not
adequately protect individual dissenting rights.
Data trusts: independent legal entities that hold
data rights on behalf of data subjects; trustee
negotiates data use terms with would-be users in
data subjects' interests; Hall and Pesenti (2017)
original proposal; implemented: Sidewalk Toronto
(contested), Open Data Institute data trust pilots;

strength: independent representation of data

subject interests with legal teeth; limitation:
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3. The EDGF Framework
limitation: resource-intensive, slower than

) 3.1 Data Collection Domains and Expert Panel
expert-only governance. Table 1 summarises all

Four large-scale data collection domains. National
five EDGF models.
health data: EHR systems, prescription records,
hospital admissions (50-80M citizens per national
Table 1: EDGF Data Governance Model Suite
-- Five Approaches system); ethical priorities: individual privacy,
equitable benefit access, research value
maximisation. Smart city IoT: sensor networks
generating continuous location, behaviour, and

environmental data (1-10M urban residents);

ethical priorities: diffuse consent challenge,
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commercial use prevention, urban equity. Genomic Table 2 presents EDGF specifications.
biobanks: genetic + phenotypic + lifestyle data
(100K-500K participants, UK Biobank, FinnGen); Table 2: EDGF Framework -- Four Domains,

Five Models, DGES Weights
ethical priorities: re-identification risk from

Domain Scale Primary DGES Regulat

genetic data, benefit sharing with participants, Governa Priority ory Fra

insurance discrimination risk. Public sector data: nce Cha mework

llenge

government administrative records (tax, benefits,
National @ 50-80M Consent | Collectiv @ EU

education, criminal justice); ethical priorities: Health citizens + e Benefit  Health
ey . . Dat h | (0.25 Dat.
purpose limitation, democratic accountability, ata researc ( ) aa
access Space;
anti-discrimination. Expert panel: 12 specialists (3 balance GDPR
Art.89

data governance scholars, 3 privacy law experts, 3

o ) Smart 1-10M Diffuse Individua ' GDPR;
health data ethicists, 3 community advocacy Chp 6T | meslicns | comsens, | LT9ghs | cBriveey

representatives). commerc | (0.25) Regulati
ial use on

3.2 DGES Metric Genomic | 100K-50 @ Re-identi  Equitabl @ GDPR;

Biobanks  OK fication, | e Access UNESCO
DGES = 0.25 x IndividualRightsProtection + 0.25 donors benefit (0.25) Bioethics
x  CollectiveBenefitMaximisation + 0.25 x sharing Declarati

on

AccountabilityStrength + 0.25 x EquitableAccess.

Public All Purpose l | Accounta GDPR;
IndividualRightsProtection: expert panel rating of Sector citizens  imitation  bility Open Go
how well the governance model protects individual Dok GRS | ([0.249) vernmen

criminati t Data

rights to privacy, correction, and data deletion on Directive
(0-1). CollectiveBenefitMaximisation: estimated

4. Results

fraction of potential collective benefit realised

4.1 Participatory Governance and Data Trust

d to full hensi llecti
compare o fully comprehensive collection Results

(expert elicitation, informed by adoption rate Participatory data governance: highest overall

projections). AccountabilityStrength: legal and DGES = 0.888; highest individual rights (0.920)

institutional  accountability mechanisms  for and equitable access (0.960) -- community
governance decisions (0 = no accountability, 1 = co-design of governance rules systematically
full legal accountability). EquitableAccess: extent incorporates the priorities of affected communities
to which governance model ensures equitable including marginalised groups who bear
access  to  data-derived  benefits  across disproportionate  data risks;  accountability
socioeconomic groups (0 = benefits captured by strength (0.880) -- democratically legitimate
privileged groups, 1 = equitable distribution). governance has strongest accountability to
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affected populations; collective benefit moderate
(0.840) -- community-negotiated constraints may
limit some research uses that pure expert
governance would permit; highest DGES for
genomic biobanks (0.912) and public sector data
(0.904). Data trusts: DGES = 0.872 (second
highest); best balance of individual rights (0.880)
and collective benefit (0.920) -- independent
trustee with legal mandate to act in data subjects'
interests can negotiate more favourable terms
than individual consent or pure regulatory
oversight; highest DGES for national health data
(0.896) and smart city (0.880); accountability
strong (0.880) through trustee fiduciary duty.
Limitation: trustee independence requires robust

governance of the trust itself -- who governs the

governors?

4.2 Public Interest, Collective Consent,
Individual Consent, DGES Results

Public interest oversight: DGES = 0.848; highest
collective benefit (0.960) -- expert-authorised
research access maximises scientific value;
individual rights moderate (0.760) -- expert panels
may authorise uses that communities would not;
equitable access (0.800) -- benefit distribution
depends on regulatory mandate, not guaranteed.
Collective consent (broad consent with oversight
board): DGES = 0.824; strong collective benefit
(0.880); individual rights moderate (0.800);
accountability depends heavily on oversight board
composition and mandate. Individual consent:
lowest DGES = 0.680; highest individual rights

(0.960) but lowest collective benefit (0.480) --

expert elicitation projects 60-70% opt-out rate for
large-scale health data collection under strict
individual consent, creating datasets too biased for
reliable population inference; lowest equitable
access (0.560) -- consent rate disparities mean
benefits derived from biased datasets underserve
lower-consent = communities. @ DGES  overall:
Participatory 0.888; Data Trust 0.872; Public
Interest 0.848; Collective Consent 0.824;
Individual 0.680. Table 3 presents domain scores.
Table 4 presents dimension scores. Figures 1-4

visualise key findings.

Table 3: EDGF DGES Domain Scores -- Five
Models x Four Domains (0-1)

Public
Sector 1

Health Smart Geno Overal
nance Data City mic

Model

Gover

Partici | 0.876 0.868 0.912 0.904 0.888
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nterest
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Oversi

ght

Collecti | 0.848
ve Con

0.808 0.824 0.816 0.824

sent

Individ | 0.660 0.672 0.688 0.680

ual Co

0.700

nsent

Table 4: EDGF DGES Dimension Scores -- Five

Models x Four Dimensions (0-1)
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5.1 The Data Trust as Scalable Governance

Architecture

e
Y

The data trust model (DGES = 0.872) achieves the

DGES Dimension Score (0-1)
°
=

best individual rights-collective benefit balance

02

because it structurally resolves the consent

0.0

dilemma: by holding data rights on behalf of data

Individual Rights Collective Benefit Accountability Equitable Access

subjects under a fiduciary obligation, the trustee

mmm Participatory Gov.
[E5] Data Trust
(= pubiic interest

. Consent can negotiate comprehensive research access

08

(achieving high collective  benefit) while

°
S

contractually binding data users to individual

DGES Domain Score (0-1)
°
=

rights protections that the trustee enforces on

behalf of all data subjects simultaneously. The data

trust model is scalable in a way that individual

0.0

National Health Data Smart City loT Genomic Biobanks Public Sector Data

consent is not: a single trustee negotiation covers
all 50 million participants in a national health data
system; individual consent would require 50

million separate consent decisions for each new
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research purpose. The EU Health Data Space is
moving toward a public interest oversight model,
but EDGF results suggest that data trusts with
community representation on the trustee board
would achieve higher DGES scores (combining the
accountability of trusts with the democratic

legitimacy of participatory governance).

5.2 Equitable Access as the Most Neglected

Governance Dimension

The finding that equitable access is the dimension
with the largest variation across governance
models (0.560 for individual consent vs. 0.960 for
participatory governance) reflects a systematic
gap in current data governance discourse: GDPR
focuses on individual rights protection and does
not address the equity dimension of data
governance -- whether the communities that
contribute data actually benefit from its use.
Health data collected predominantly from
publicly-funded healthcare systems is often
commercialised by pharmaceutical and technology
companies without benefit-sharing obligations to
enabled the

the communities whose data

commercial value. Participatory governance's
highest equitable access score (0.960) reflects that
community co-design systematically introduces
benefit-sharing requirements -- communities that
co-govern their data routinely negotiate for

reinvestment of data-derived value into their own

health and social infrastructure.

6. Conclusion

6.1 Summary

EDGF evaluated five data governance models
across four large-scale data domains. Key results:
participatory governance DGES = 0.888 (highest
equitable access 0.960); data trust DGES = 0.872
(best rights-benefit balance); public interest
oversight DGES = 0.848 (highest collective benefit
0.960); individual consent DGES = 0.680 (highest
rights but lowest collective benefit 0.480).
Recommended: data trust + participatory
governance  as

complementary models for

large-scale data stewardship.

6.2 Open Resources

The EDGF governance model specifications, DGES
calculator, data trust legal template (model trust
deed for health data), participatory governance
facilitation guide, equitable access assessment
checklist, and expert panel evaluation dataset are
available at edgf-governance.org under CC BY 4.0

License.
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Appendix A

EDGF Governance Model Specifications
and DGES Calculation

Technical specifications for the five EDGF

governance models and DGES metric calculation.

Data Trust Legal Architecture and DGES

Calculation






