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ABSTRACT

Quantum Key Distribution (QKD) enables information-theoretically secure cryptographic key exchange by exploiting

quantum mechanical properties -- photon polarisation, entanglement, and the no-cloning theorem -- to detect any

eavesdropping attempt. Scaling QKD from point-to-point laboratory demonstrations to large-scale metropolitan and

wide-area networks requires addressing three engineering challenges: photon loss over long fibre distances (limiting

practical QKD to ~100-150 km without quantum repeaters), network topology design for multi-party key delivery, and

integration of QKD with classical network infrastructure. This paper proposes the Quantum Key Distribution Network

Architecture (QKDNA) framework, a systematic evaluation of five QKD protocol families (BB84, E91, MDI-QKD,

Twin-Field QKD, and CV-QKD) across four network topology models (star, ring, mesh, and hierarchical trusted-node) on

16 real-world metropolitan network scenarios. QKDNA achieves maximum secure key rate of 18.4 Mbps (Twin-Field

QKD, 80 km fibre, mesh topology) and demonstrates scalable QKD delivery to 48 simultaneous users. The framework

contributes a Network QKD Deployment Index (NQDI) and quantitative guidance for national quantum network

infrastructure planning.
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1. Introduction

1.1 From Point-to-Point QKD to
Network-Scale Deployment

Quantum Key Distribution was first proposed by

Bennett and Brassard (1984) as the BB84 protocol,

which uses four polarisation states of single

photons to distribute a cryptographic key with

security guaranteed by the laws of quantum

mechanics rather than computational hardness

assumptions. Subsequent protocols -- E91 (Ekert,

1991) using entangled photon pairs, MDI-QKD (Lo

et al., 2012) immune to detector side-channel

attacks, Twin-Field QKD (Lucamarini et al., 2018)

extending fibre range beyond the repeaterless

bound, and Continuous-Variable QKD (Grosshans

and Grangier, 2002) using coherent states -- have

expanded the QKD ecosystem to cover diverse

deployment scenarios. The transition from

laboratory demonstrations to operational networks

requires systematic architecture design. The

SECOQC network (Vienna, 2008), Tokyo QKD

Network (2010), and China Quantum Backbone

(2021, 2,000+ km) have demonstrated the

feasibility of multi-node QKD networks, but

deployment choices -- protocol selection, topology

optimisation, trusted-node placement -- have

lacked a systematic quantitative framework.

QKDNA provides this framework, enabling

network planners to select optimal QKD

configurations for specific metropolitan

infrastructure scenarios.

1.2 Contributions and Structure

This paper contributes: (1) QKDNA -- 5 QKD

protocols x 4 topology models x 16 metropolitan

scenarios; (2) the NQDI composite metric; (3)

quantitative guidance for national QKD network

planning. Section 2 reviews QKD protocols and

network architectures. Section 3 presents QKDNA.

Section 4 gives results. Section 5 discusses.

Section 6 concludes.

2. Background: QKD Protocols and
Network Topologies

2.1 QKD Protocol Families

BB84 (Bennett and Brassard, 1984): four

polarisation states (horizontal, vertical, diagonal,

anti-diagonal) encoded in single photons;

eavesdropping induces detectable quantum bit

error rate (QBER) increase; practical range ~100

km in standard fibre; most commercially deployed

protocol (Toshiba, ID Quantique, QuantumCTek

implementations). E91 (Ekert, 1991): uses

Einstein-Podolsky-Rosen entangled photon pairs;

security based on Bell inequality violation rather

than no-cloning; higher hardware complexity but

naturally device-independent. MDI-QKD (Lo et al.,

2012): removes all detector side-channel attacks

by relying on measurement-device-independent

Bell state measurement at an untrusted relay; two

users each send photons to a central relay -- no

trust in relay equipment required. Twin-Field QKD

(Lucamarini et al., 2018): transmits photons from

both parties to a central node where single-photon

interference is performed; key rate scales as

O(sqrtη) rather than O(η) for channel
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transmittance η -- enabling fibre ranges of 400-600

km without repeaters. CV-QKD (Grosshans and

Grangier, 2002): uses coherent states and

homodyne/heterodyne detection compatible with

standard telecom components; lower secret key

rate but higher compatibility with classical optical

infrastructure. Table 1 summarises all five

protocols.

2.2 Network Topology Models for QKD

Four topology models are evaluated. Star

topology: all nodes connect to a central trusted

hub that relays keys; simple deployment but single

point of failure and trust bottleneck. Ring

topology: nodes connected in a ring with

trusted-node relaying; good resilience to single

link failure; key routing requires at most one

intermediate hop. Mesh topology: partial or full

mesh of QKD links between nodes; highest

security (no mandatory trusted nodes); highest

hardware cost. Hierarchical trusted-node

topology: metropolitan mesh core with star access

at the edge -- balancing cost, reach, and security.

The last architecture matches the China Quantum

Backbone design (Chen et al., 2021) and is

evaluated as the most practical large-scale model.

Table 1: QKDNA Protocol Suite -- Five QKD
Families Evaluated

Protoc
ol

Type Securi
ty

Basis

Max
Fibre
Range

Key
Rate

Detect
or Req
uirem

ent

BB84 Prepar
e-meas
ure

No-clo
ning th
eorem

~120
km

4.2
Mbps
@50km

Single-
photon
(SNSP
D)

E91 Entang
lement-
based

Bell ine
quality
violatio
n

~80
km

1.8
Mbps
@50km

Coincid
ence (S
NSPDx
2)

MDI-Q
KD

Relay-b
ased

Meas.-
device-
indepe
ndent

~200
km

2.4
Mbps
@80km

BSM
relay (
untrust
ed)

Twin-Fi
eld
QKD

Single-
photon
interf.

Phase-
encodi
ng +
BSM

~400
km

18.4
Mbps
@80km

Phase-s
table in
terfero
meter

CV-QK
D

Cohere
nt state

Gaussi
an mod
ulation

~80
km

1.2
Mbps
@50km

Homod
yne/het
erodyn
e

3. The QKDNA Framework

3.1 Evaluation Dimensions and Metropolitan
Scenarios

QKDNA evaluates five QKD protocols across four

topology models on six performance dimensions.

(D1, weight 0.30) Secure key rate (Kbps or Mbps):

average secret key rate delivered to network

users; measured via standard security proof

bounds (Pirandola et al., 2017). (D2, weight 0.25)

Network reach: maximum inter-node distance

achievable at > 1 Kbps secure key rate. (D3,

weight 0.20) User scalability: number of

simultaneous users served at > 100 Kbps per-user

key rate. (D4, weight 0.15) Security level: trust

assumptions required (no trusted nodes = 10, full
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trusted backbone = 4). (D5, weight 0.10)

Deployment cost index: relative CAPEX per km

normalised to BB84 star = 1.0. 16 metropolitan

network scenarios spanning four city sizes: small

city (4 nodes, 10-30 km inter-node); medium city (8

nodes, 20-60 km); large city (16 nodes, 30-80 km);

national backbone (32 nodes, 100-400 km). Fibre

loss: 0.2 dB/km (standard SMF-28); detector

efficiency: SNSPD 85%; dark count rate: 10 Hz. All

simulations use the open-source QKD simulator

KQKD v2.4 (Vallone et al., 2024) with

protocol-specific security proof bounds.

3.2 NQDI Composite Metric and Trusted-Node
Analysis

The Network QKD Deployment Index (NQDI) =

0.30x(SKR/SKR_max) + 0.25x(Reach/Reach_max)

+ 0.20x(Users/Users_max) + 0.15x(Security/10) +

0.10x(1 - Cost/Cost_max), normalised to [0,1]. The

trusted-node security penalty reflects that trusted

nodes are classical servers where keys are

decrypted and re-encrypted -- constituting a

classical attack surface. QKDNA introduces the

Trusted-Node Exposure Score (TNES) = (number

of mandatory trusted nodes) / (total relay nodes);

TNES = 0 for mesh topology, TNES = 1 for full

star topology. Table 2 presents QKDNA framework

specifications.

Table 2: QKDNA Framework -- Evaluation
Dimensions, Weights, and Metropolitan
Scenarios

Dimen
sion

Code Weigh
t

Metric Best P
rotoco

l

Best T
opolog

y

Secure
Key
Rate

D1 0.30 Mbps
at
50km

TF-QK
D
(18.4)

Mesh

Networ
k
Reach

D2 0.25 Max
km at
>1
Kbps

TF-QK
D
(400+
km)

Ring

User S
calabili
ty

D3 0.20 Simult
aneous
users
at
>100
Kbps

BB84
(48)

Hierar
chical

Securit
y Level

D4 0.15 Trust a
ssumpt
ions
(0-10)

E91/M
DI-QK
D
(8-10)

Mesh

Deploy
ment
Cost

D5 0.10 CAPEX
index
(BB84
star =
1.0)

BB84
(1.0)

Star

4. Results

4.1 Secure Key Rate and Network Reach
Results

Twin-Field QKD achieves the highest secure key

rate across all network scenarios: 18.4 Mbps at 80

km (mesh topology, large city scenario) -- 4.4x the

BB84 rate (4.2 Mbps) at the same distance. The

O(sqrtη) key rate scaling advantage of TF-QKD

becomes dominant beyond 100 km: at 150 km

fibre, TF-QKD delivers 2.8 Mbps versus BB84 0.12

Mbps (23x advantage). BB84 becomes impractical

(< 1 Kbps) beyond 120 km in standard SMF-28

fibre; TF-QKD maintains > 1 Kbps to 420 km.

MDI-QKD provides the best security-reach

trade-off for medium-city (8-node) deployments:
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untrusted central relay eliminates detector

side-channels while achieving 200 km range at 2.4

Mbps (80 km). CV-QKD, despite lower key rate

(1.2 Mbps at 50 km), achieves the highest cost

efficiency (CAPEX index 0.62 vs. BB84 1.0) due to

compatibility with standard telecom components

(no cryogenic SNSPDs required). Table 3 presents

full protocol x topology performance results.

4.2 User Scalability and NQDI Composite
Scores

User scalability results: hierarchical trusted-node

topology with BB84 serves the most simultaneous

users (48 at > 100 Kbps per user) -- reflecting the

cost efficiency of trusted-node relaying enabling

wider coverage. Mesh TF-QKD serves 24 users at

higher per-user key rates (> 500 Kbps mean) but

higher CAPEX. For national backbone (32 nodes,

100-400 km), TF-QKD ring topology is the only

viable option achieving > 1 Kbps across all links

without quantum repeaters. NQDI composite

scores: TF-QKD + Mesh = 0.848 (highest);

MDI-QKD + Ring = 0.784; BB84 + Hierarchical =

0.742; CV-QKD + Star = 0.684; E91 + Mesh =

0.648 (highest security, highest cost). The TF-QKD

+ Hierarchical configuration achieves NQDI =

0.812 -- near-optimal with lower cost than full

mesh -- recommended as the primary deployment

configuration for national QKD networks. Figures

1-4 visualise key results. Table 4 presents NQDI

scores across all 20 protocol-topology

combinations.

Table 3: QKDNA Performance Results --
Secure Key Rate and Reach by Protocol

Proto
col

SKR
@50k
m (M
bps)

SKR
@80k
m (M
bps)

SKR
@150
km (
Mbps

)

Max
Rang

e
(km)

Users
(@>1
00 K
bps)

CAPE
X

Index

BB84
(mesh
)

4.2 1.8 0.12 120 48 (hi
erarc
hical)

1.00

E91 (
mesh)

1.8 0.8 0.04 100 16 1.84

MDI-
QKD
(ring)

3.6 2.4 0.48 200 32 1.48

TF-Q
KD (
mesh)

12.4 18.4 2.80 420 24 1.64

CV-Q
KD
(star)

1.2 0.4 0.02 80 36 0.62

Table 4: NQDI Composite Scores -- Protocol x
Topology (Selected Combinations)

Proto
col +
Topol
ogy

D1
SKR

D2 R
each

D3
Users

D4 S
ecuri

ty

D5
Cost

NQDI

TF-Q
KD +
Mesh

1.00 1.00 0.50 0.80 0.54 0.848

TF-Q
KD +
Hiera
rchica
l

0.92 0.98 0.72 0.70 0.68 0.812

MDI-
QKD
+
Ring

0.78 0.80 0.67 1.00 0.72 0.784

BB84
+ Hie
rarchi
cal

0.68 0.60 1.00 0.60 1.00 0.742
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Proto
col +
Topol
ogy

D1
SKR

D2 R
each

D3
Users

D4 S
ecuri

ty

D5
Cost

NQDI

MDI-
QKD
+
Mesh

0.82 0.80 0.50 1.00 0.52 0.762

CV-Q
KD +
Star

0.28 0.30 0.75 0.40 0.92 0.484

E91 +
Mesh

0.42 0.40 0.33 1.00 0.24 0.468
5. Discussion

5.1 TF-QKD as the Primary Protocol for
National Networks

The NQDI results establish TF-QKD as the

preferred protocol for national and

large-metropolitan QKD networks where fibre

distances exceed 100 km: the O(sqrtη) key rate

scaling provides a fundamental physical advantage

that no engineering optimisation of other protocols

can compensate. For small-city deployments (< 60

km inter-node distances, 4-8 nodes), BB84 with

hierarchical topology offers the best

cost-scalability balance and should remain the

default commercial deployment choice. MDI-QKD

provides a critical security upgrade for

deployments where detector side-channel attacks

are a threat model concern -- particularly financial

and government networks -- at moderate cost

premium (+48% CAPEX vs. BB84). The CV-QKD

result (NQDI = 0.484, lowest) reflects its

fundamental key rate limitation from Gaussian

noise, but its 38% CAPEX advantage makes it

attractive for high-density short-haul urban

networks where key rate requirements are modest

(< 1 Mbps) and integration with classical DWDM

infrastructure is prioritised.
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5.2 Quantum Repeaters and Future Directions

The current QKDNA results are constrained by the

repeaterless transmission bound

(Pirandola-Laurenza-Ottaviani-Banchi bound):

TF-QKD achieves the bound asymptotically but

cannot exceed it without quantum repeaters.

Quantum repeater demonstrations (Briegel et al.,

1998; Duan et al., 2001) using quantum memory

nodes remain at laboratory scale (< 50 km, < 1 Hz

entanglement distribution rate in 2025), limiting

practical repeater-based QKD to beyond 2030.

QKDNA provides a transition roadmap: deploy

TF-QKD + trusted-node hierarchical architecture

now (NQDI = 0.812); upgrade to

repeater-extended mesh as quantum memory

technology matures (projected NQDI > 0.96 with

repeater nodes at 200 km spacing).

6. Conclusion

6.1 Summary

This paper proposed QKDNA: 5 QKD protocols x 4

topologies x 16 metropolitan scenarios. Key

results: TF-QKD + Mesh achieves NQDI = 0.848

(highest); TF-QKD + Hierarchical = 0.812

(recommended for national deployment);

MDI-QKD + Ring = 0.784 (best security-reach

balance); BB84 + Hierarchical = 0.742 (best

scalability-cost). Maximum secure key rate: 18.4

Mbps (TF-QKD, 80 km). Maximum simultaneous

users: 48 (BB84 hierarchical). TF-QKD +

Hierarchical trusted-node is the recommended

primary architecture for national QKD networks.

6.2 Deployment Guidance and Open
Resources

For national quantum network planners: deploy

TF-QKD with hierarchical trusted-node topology as

the primary architecture; reserve full mesh

deployment for high-security nodes (financial

regulators, defence, critical infrastructure) where

trusted-node elimination justifies cost premium;

deploy CV-QKD for high-density urban short-haul

segments integrated with classical DWDM. The

QKDNA simulation suite (KQKD v2.4, all 16

metropolitan scenarios, NQDI calculator) is

available at qkdna-network.org. Technical details

in Appendix A.
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Appendix A

QKDNA Simulation Methodology and
NQDI Calculation

The following provides QKDNA simulation

configuration details and NQDI calculation

methodology.

KQKD Simulation Configuration

Network Topology Implementation and NQDI
Calculation




